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ABSTRACT

TECHNOLOGY, COMMUNICATION, AND WESTERN PLURALISTIC DEMOCRACIES:
ALIGNING DIGITAL PRIVACY TO FACILITATESCLIRERITY

Christopher Ahlric Parsons Advisor:
University of Guelph, 2007 Professor Omid A. Payrdghabani

This thesis is an investigation of the roledagital discourse in Western natien
states and the value of developing a privacy archetype sensitive to digital technologies.
The developed archetype must enabtgizens to develop solidarity witut fear of
surveillance while maintainingation-d G I 4 S& Q LJ2 f Athey @adnditiondadl | 6 A f A
digital communications. In making this argument, | draw on Jirgen Habermas to trace
the theoretical development of contemporary natieatates and the role fonon-coerced
discourse inmaintainingpolitical stability.Current privacy archetypes werépartially)
realized to facilitate public and private discourse and are ineffective in securing
communicative privacylongdigital networks. In light of WesternlIsti S&Q | R2 LJG A 2
digital communications technologies, | propose my reciprocal archetype of
informational privacy, which can establish digital communicative privacy. My archetype
shields digitized discourse from naemocratically sanctioned surveillancenda
adzLILX SYSyida | FoSNXYIFaAaQ LREAGAOIE LINRP2SO0 oe

at the of heart Western pluralistic democracies.
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INTRODUCTION

Technological advancewver the pastcentury have transformedhow humans can
communicate with one anothenWhereas nalogue technologiessuch aswriting with
pen and papertaking pictureson film, andtransmitting messages using thielegraph
were once the dominant ways @xpressng oneself these systems arbeing replaced
by digital technologies, such as electronic nfarhail) instant messaging, and cellular
communications. Analogue and digital communication technologies are radically
different from one anotherbecauseanalogue systems lack inheremtteroperability
while digital technologies are, at their most basic levels, capable of interoperability
Analogue communicatiagtechnologies such as telegraphs, whakatevibrations that
are sent over a wire and transmitted a receivey andwriting, whichinvolvesplacing
marks on a receptive mediunuse divergent technological languagestelegraphs
naturally deal with wave frequencies and writing with impressions on mebdigital
technologies, such asmail and Voice over Internet Protocol (e.g. Skypsg @n
identical underlying technological language each is underwritten by thebinary
programming languageThe process ofamalgamating communications tothe binary
languageis called digitization® Digitizationfacilitates the development of increasingly
sophisticated and interoperablaigital networks ¢ digital networks are rapidly
multiplying and, with eaclhew network, increas the efficiencies flowing from their

integrated and interoperable structurésAs these digitahetworks are increasingly

! Vincent Mosco (2004)he Digital Sublime: Myth, Power, and Cybersphss,
Michael Hadt and Antonio Negri (200Bmpire 32.
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deployed they are ableto more comprehensivelgapture forms of discourse along their
fibre-optic websc¢ personal correspondence, pizza orders, family photos, state secrets,
political statements, and affirmations gfhilosophicé ideals are allroutinely routed
along these networksAs digital systemsOl LJi dzZNS Y2 NB |y R Y2 NB
discourse it is important hat we attend to the possibilities and challengésat
accompanythe centralization of communicativie a singlemedium

In my thesis, Ifocus on the composition and role of discourse in political
environmentsand the importance of establishing a privacy archetype thaeissitive
and responsive to thpossibilities and consequencesvards discourse that accompany

the digitization of communication In chapter one | examire the role of discoursen

2

Western nationstates In examinindiR A & O 2 o EBNAAWNNASY | F 6 SNX I 4 Q

surroundingthe development, value, aneéffects of civil discoursawithin the nation
state. By integrating the Kantiannotions of right and maturityalong with Hegelian
insightsO2 Y OSNY Ay 3 A ¢dRds&ri padidulir ad@logigak potititali bodies
Habermas is able to theorizboutthe role of discourse in establishing and recognizing
norms While inideal situationsa norm is dvalid when the foreseeable consequences
and side effects of its general observance for the interests and \@ieatations of
each individuatould bejointly accepted byall concerned without coerciog® political
systems can only approximate this ideal situatiblormsin political environmentsre
based on constitutional rights that are born from OA (i A Hi®oUss& These

constitutionally recognized normsirfiction asthe basis forcitizensolidarity as citizens

3J[]rgen Habermas (1998he Inclusion of the Othet2. Hereafter referred to as 1O.
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internalize, argudrom, and actbased ontheserights andtheir correspondingduties.
While the nationstate presentlyfaces challenges in assisting citizénssubstantively
realize their constituthnal rights, | argue that these challenges are not chronically
debilitating so long as citizeran communicate with each othewithout fearingthe
presence ofllegitimate surveillance that could stunt their discourse

Based on the role of discourse @onstitutingand maintaining the natiostate, n
chapter twq | reflect onLINJA @iol®ig f@diitating and maintaininghe civicbonds of
solidarity that presently exist in Western natiestates In creating a communicative
SYGANRYYSyYy(l édoBriNBicatiahAis sHielgd af@mon-democratically
legitimizedsurveillancecitizensare releasedirom pressures thatouldinhibit their self
expression Within these environmentspeople can consider, debate, and refine their
political positions, befriend eclectic grosipf people, or engage innorthodoxpractices
that promote personal fulfillmentor education¢ in these spaces citizens céireely
communicate and develop bondgth one another, as well as develop thealues that
will guide their lifeprojects and tune their political discourseln essencepersonal
privacy iscritical in develomg thevalues that structurghe facetscomposingpeople®
lives

In my evaluation of how pdalf SQ& f A 6 S NI beedhistari€allydhigle8i O K K |
from unwanted interferenceL  SElF YAY S GKS | NOKSGeLisSa GKI
when analogue technologies were the prevalemans of communicatianThroughthis
examination, Kfind that eachprior privacy archetype ignable to effectively recognize

and respond to the challengés privacythat arise when transitioninfrom analogueo



digital communications networks. Whereas analogue privaoghetypes were only
marginally concerned withthe possibility of alllencompassing nationaldata
aggregations, digitizationasmeart that privacyviolationsnow ofteninvolvecollections
of massive volumes dD A (i AplerSoyfadd&a that iscompiled in digital dossiersvhich
are stored databasesthat remain clouded with secrecyComputeralgorithms sca
AYRADGARdzZI £ a2 RYRAGKSEZR2 A& HENR ( dsyrgn@ato2 Y LIdzd |
practices without individualever knowing that access to servicesoften basedsolely
on computationalresults rather thanpersonalneed or implicit meritWhile the secrecy
archetype, which focuseon protecting privacy by establishing and guaranteeing
confidentiality between contracting partiess somewhat effective in mitigating the
disclosure and trarsmissionof OA (i A pe®ghal nformation in cyberspaget is
ineffectivein shieldingcitizensfrom computeralgorithmsthat crawlthrough databases
and thathave significantonsequence® y OA (i A 1 S \addQas suthdafindt bé A &S &
considered adeqate for the digital eraThe analogue privacy archetypes that have been
used to craft law responsible for protecting privacy are inadequate to protect privacy in
digital systems. Were these archetypes adopted citizens would be less likely to
communicate wth one another which wouldundermine their discursively generated
solidarity and consequenthyi KNB I § Sy GKS @AlFoAtAGE 2F |1+ 0S
political project.

Ly fA3IKG 2F LI ad LINA G lirdgitiz¥dddri&tiesan@hagitek Y A G S R
three | propose my own privacy archetype address the challenges arigin digitized

environments.My archetype, the reciprocahrchetype of information responsibility,



focuses on the partnershgthat individuals form withdata collectorsand nsists on
maintaining accountability and transparencin these relationships.This archetype
requiresthe original content holders/providert opt-in to datatransmissios between
third parties beforethese partiescan collect trade, or analyzelLJS 2 LJpefsenal
information. As a side effect, ik archetype would decelerate the rapidity that
information, the capital of digital environmentdjows at and produceat leasttwo
effects. First by promoting citizen awarenessof how their digital dossiers are
developed transferred and usedcitizenscould collaboratively work towards asserting
common privacy norms and codify eébe norms using positive, democratically
legitimized, laws.Second,with cohesive and competent data and communication
privacy laws tizenscould communicatewithout fearing surveillancewhich would let
them discuss andkgitimize any possible transitions &ternative governance systems
without having the legitimizatioprocesgainted by stunéed discourse that accompanies
fears of non-democratically legitimizedurveillance Rather than fous on thepossible
composition ofany such an alternate governancgystem, however, | focus on why
national communicative privacy establishteég necessary preconditiofor any shift to a
wider-reaching political system.

Inthe course oimythesis lassert the need to establish a new privacy archettjyz
canda KASEt R OAGAT Sy aQ amiicahiequeritlyen®ehchi Yhazyigh®S lofi A 2 y &
privacy and free speech that have historically beat at the heart of Western democracies.
To make this argument,initially provide an account of howitizens develogponds of

association in pluralistic democratic natigrend | then reflect on privacd OSy G NJ f



facets, severalprevalent privacy archetypes and difficultiesthat these archetypes
encounter wherthrust onto digital environments. In light of thedifficulties, | propose
that the reciprocal archetype of informational pacy canovercome the challenges
accompanyinghe rapidity and easewith which digital recordsare accumulated and
exchangedby requiring parties associatedwith digital record to receive OA G AT Sy a Q
consent before transferring data to thuplarties. Weremy model adopted citizens
could craft positive laws tat codified their shared values and normgwards
communicative privacywithout fear that their discoursewas being surveyedor
unknown (and potentially harmful or discriminatory) purpsseUltimately, the
reciprocal archetype of informational privagnsures that thetransparent and free
discoursethat has beenessential to maintainingVestern nation-states and citizen

solidaritywill continue to be realizeth the contemporarydigital millennium



CHAPTER ONE HABERMASDISCOURSE, ANBOLIDARITY

Contemporary westerncommunities are being reshaped as massmigration,
immigration, and cultural transmissiemprovoke replacements, transmutations, and re
entrenchments of traditional community valuediirgen Habermas constructs his
political theoryagainst the backdrop ahcreasing social diversignd strives to retain
the insights of modernitywhile remairing sensitive toO2 Y 1 SYL}2 NI} NB O2YYd
growingdiversity Haberma® LJ2 £ A ( AnGd ebseniiak st MfFeferencein the
Treaty of Westphalid, YY I ydzSt Y I y i Qa&,andkiagk Bidcarsivé &urg2 ¥ NA 3
| I 6 S Npdlitical@heory preserves and carries tirese core elements of modernitg
produce a theory basedin critical reflexivity. Critical reflexivity, or the process of
analyzing validity claims against normative criteria,iésl to freedom of speech and
action insofar as these liberties entail the capacity to evaluate the past, present, and
future. With this in mind,the theoretical development of the natiegtate, which
internalizes these freedomsnd the role of discoursen establishingand maintaining
the civic bondghat tie citizens inpluralistic nationstates together¢ bonds thatare
rooted in constitutionally assertechorms and values¢ becomes a focusWhile the
nation-d G I i S Q & assish ditizeRs(is@bstantvely realize their rigiste concernye
ought tore-entrench itsability to substantiatethese rightsrather than abandomg it for
an alternatesystem of governance thanight perhapsregsore these liberties

1 ( AAAOI AOdentsT OAAARA

The Treaty of WestphaliaKantian theory of right ancdhotions of maturity, and

Hegelianinsights concerning discourse in particular communipesvide theroots to




| I 6 S Nanalyai<otliscoursan Western states. The Treaty of Westphalia emerged
the conclusion of the Thirty Years Warl648 and establishedand recognized states as
autonomous and seculdoodies* Followingthe Treaty, all existing political sates in
Europewere political equals andvere legally confined to particulaiocalities Perhaps
most importantly it marked thepoint whenmajor European powers publicind legally
distinguished the public and private domaihg recognzing the separation of church
and state The Treaty of Westphalia asserted that individual citizens kieédegal right
to private worship and religious expressjgrivate religious pursuitsad finallyescaped
thed O I de&réra

Centuries laterin the late 18' century,ImmanuelKant wiote a series of essays that
developed the principles of autonomy, freedom, and equality that weaiscent inthe
Treaty ofWestphalia. Higssag, a hy GKS / 2YY2y {l@8Ay3Y WYWEKAAZ
odzi AG R2S8S& y2i yYRILHK t8S NLyS (kdMitb o phied Skateh
present his insights through thetheory of right. For Kant, ations were constituted
according to a particular set of values and noyraed after constituting the nation
citizens ha responsibilites and dutiesorn of its constitutonal values Y I y (i Qa
understanding of E G AT Sy a Q follow i Fhis dbleBstntiag ofreedom ¢
individualsare free because of their rational faculty and express their freeddmist
performing rationally universalizablactions The scope of fregland therefore rationgl
actions follovs from the public rightsthat are codified in civil constitutiog rights that

ought to beuniversalizableand are responsible for assertirige legitimate ranges of

* Roberta Guerrina (200Burope: History, Ideas, Ideologi&s.
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O A U A polfiigalafreedons. In mndituting the nation accorihg to reason citizens
recognize and universallgssert that they are mutually boundby three a priori

principles:

1. Thefreedomof every member of society ashaman being
2. Theequalityof each with all the others assaibject

3. Theindependencef each member of a commonwealth asitizen®

CKS LINAYOALX S 2F FNBSR2Y |aaSNuha GKFEG
accord with reason and harmonize with the freedom of all other citiz&hg. principle
of equalitymaintains that all membersf societyare equallysubject to the stat@ a I g a
¢ no individual, save the sovereign, is above coercidre principle bindependence
recognizes thaeach persorwho isinvolved in constituting the natiors aco-legislator,
and that individuak camot legislate by themselves on behalf of the entire
commonwealth¢ legislation is a group effarivhere decisions ought to beationally
acceptable, everif they come at the expense of personal happiné3$iese principles
are best realized (for Kant) in a patriotic republican government, where citizens
recognize themselves @l dzi K2 NAaSR G2 LINRPGSOG GKS NRIKIG
of the general will, but not to submit it to his personal use at hignoabsolute

pleasure¢’ This government develops solidarity through the shared and reasonable

LYY ydzSt YEyd oHnnuO ahy GKS /2YY2y {lF&Ay3dY WEKAA
t NI O (PbliGcsl ®vitlhgs74.1 SNB I FGSNI NBFBWNBR (2 & ah/ {¢Z

® Immanuel Kant (2002) h / P\ %7.

"Immanuel Kant (2002) h / PW 4.



practice of lawmaking,a practice that endorsed public debate and critique of
lawmakingfather than through statesanctionedpursuits ofmasseuphoria.

Y | y attiudle towards lawmakingis poignantly expressed in hisanscendental
formula of public rightwhich proscribes thad{a]ll actions affecting the rights of other
human beings are wrong if their maxim is not compatible with their being made
LJdzo £ MO dional actors, citizens evaluate f | $r@giiness or wrongnessy
independently evaluatingvhether they accord with reasoq citizers must be able to
acceptlawson the basis of reason alomgbut to judge law they must knowf it. On the
basis of thiformula, it follows that communication cannot be limited so as to prevent
law from being made public. To accept law as a rational imposition, one that citizens can
recognize themselves as the rational authors and addresseés KfS  prosérigtians
mug be compatible with being made public.

In addition tothese elements oKantian thoughtHabermagpreservesy | y nbt#a
of maturity. Individualsare matureinsofar aghey employ theirtt 02 3y A G A @S LJ2 6 SN
to take charge of [their] actions and judgemts instead of referring the responsibility to
an external authority of tradition (such as God, myth, religidh)n other words,
individuals whcriticallyreflect ontheir relationto present, past and futuractions and
perceivethemselves as responsible for those actipteke hold of their destiniesin
realizing their responsibilis individuals must bdree to evaluate their situatiomand

to act on their reflectionsThe difficultyfacingY | vy ( Q a s ii$ mdh@agiBalteiracter,

!immanlSf YIyid oHnnn0 Wt SNLIS G dPofiticat VEitings3261F t KAf 242 LIKA OF f
° Omid Payrow Shabani (2003¢mocracy, Power, and Legitimacy: The Critical Theory of Jiirgen
Habermas 17.Hereafter referred to aBPL
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while enlightened rationality confronts NS t A #dg@afiQand uncriticapositivity,
reasonbecomes its own positivity by turning to the noumenal realm as a reference for
what reason cannot dedudf Partly because of this problem, Hegel reflean
freedomQ @nfolding from within subjectivityto realizeK dzY' I YA 1 @ Q& A Y.YI y Sy i

| S3St Qa | yI firsTheAPailospphy of RighténiasYhree core moments
inFT NB SR 2 Y Qa4 FirdyyirBigiduatsgonyiedto understand thathe will gives rise to
its subjective dispositiorand realizes its freedom by possessing its being in itself.
Freedom at the firsta G F 3S 2 F & dzo 2 SO lieklidell (ind a@sertinglzihd 2 f R A
AYRADGARMzZE £ Q& Fdziz2y2Ye 7T NErvhelwygtiREmediagf@mA (& 2
this freedomindividualsrecognizethat they are in the process of separating from and
dominating other thinggwhich they had been negating by their wilhd recognize
freedom through particularityThis leads individuals to cegnizethemselves as existing
in collectivesthat sharecommon values and lifprojects andis where theycome to
realize freedonby assertingheir autonomy and libertyin the set of social norms and
regulationsresponsible forguiding social interactionsTheir awareness of these norms
and regulations arises not on the basis of their monologicalreéiéction (as in the case
of Kant), but through the process of discourse. Their situatedness in stedety them
to recognize the rolef discourse in developingn awareness of theienvironment At
this stage individuals realize that their fulfilment and expression of freedom involves
both the particular exertions of the individual and the unifying character of the

community, leathgthem tofinally realizetheir freedom through the unityand harmony

1 Omid Payrow Shabani (2003PL. 18.
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2F (KS a i AttSsdidal stage(iwe2 yYNa&S I € AT S (adtibngestablisls a G I G
the common structure that affirms and expresses timmogenouscultural valueghat
each citien has internalized while LIJr NG A OA LI GAy3 Ay (GKS adl
Ultimately, the sphere of the ethicalthat of the publicg is subjugated to the primacy
2 T (higHerlevel subjectivity of the stat@ver the subjective freedom of the
individug b ¥hea i I prinectcausesNB | a2y (2 | aadzyS al F2NY
that it not only solves the initial problem of se#assurance of modernity, but it solves
it too welld'¢ Reasorbecomesa totalizing force and loses theemancipatory character
that it held at the beginning of modernityy concluding history S3St Q& dzy F2f RA Y
recognizing the role of discourse, concludes with the assertiondlghat is rational is
actual, and what is actual is ratiordf The stae, as the ultimate source of realized
FNBESR2YZ Aa (Kdza NAIKG Ay NBaAaOGNAROUGUAY3I RASZ
insights regarding the importance of critically evaluating law throughatively
unboundedpublic discourse.

When developing his analysis of discourse in political systems, Habermas draws on
bothYl yiQa AyairdakKia O2yOSNYyAy3a OAlGAdn&ywa1 Q ySS
law and | SISt Q& Nib e di¢ ofidisdyfsein establishing norms and

recognizing freedomsBy drawingn facets ofY I Y (1 Q& | phiRsophiBal §dtetha

YWNNESY |} 6SN¥Ia OThaRhiosophizd HscoirdeNaBModemy>Tévelve Lectes
PWNNESY | 6SN¥Ia OThahiosophizd HscoirdeNabModemy>Tévelve Lectes

13 Georg Wilhelm Friedrich Hegel (1991he Philogphy of Rightp20. Hegel took pains later in his life to

LI2AYd 2dzi GKIFIG KS gt a y20 adza3Sadiy3d aSOSNBOIGKAYy3I ¢
SEAAGAY T LR AGAOI tPhiBsNARSANRIghtN(199133%0D[1]22). RatheétHar® rgfering o6

to external, contingent, events, Hegel is referring to freedom itself. Its actualization in the world, while
dynamic, necessarily follows a particular pgtb Sy Ay GKS FF0S 2F 1 S3SftQa Of I
totalizing force and Ises its emancipatory character.
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Habermasgeneratesa critical account ofliscours® &  iNBohstiutingthe normative
characteristicsof Western nationsfollowing the Treaty of Westphaliacharacterists

that find freedom of speech at their heart

2 Discourse Ethics: Morality, Ethics, and the Political Turn

According to Habermas,stourse ighe process of challenging, validating, and re
challenging positions, of communication about communication tlefiects on what has
preceded it Discourse should not bmistakenas a verbal fredor-all; it is a reflective
form of speechwhere participants work toward€ommon consensusnd is open
ended past or newparticipants carre)join the discussiomt any pointto remedy pat
confusions or misconceptions. Discourseinitiated by one person challenging the

GlEARAGE 2F Fy2iKSNI LIS NEBefdawingriek (i SY Sy i

1 Every subject with the competence to speak and eah take part in the
discourse.
2 a. Everyone can question any assertion whatsoever.
b. Everyone can introduce any assertion whatsoever into the discourse.
c. Everyone can express their attitudes, desires, and needs.
3 No speaker can be prevented, by internalexternal coercion, from exercising

their rights as laid down in (1) or (2) abdVe.

These rules aremplicitly realizedby languageusing people, rather than being

realized when learning the rules of a game suchcaisasta or chesS An objective

14JUrgen Habermas (199®)oral Consciousness and Communicative Ac88n
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awarenes ofthe rulesof discoursds not needed tknowif the rulesare being followed
becauseengagng in any giveandtake discourse, where all partieare genuinely
attempting to reach aconsensus,requires upholding the rules When working to
achieve consensusa wide range of claims can lead to contestatittmat must be
resolved before reaching a consensWhile a universal consensusequires the
recognition ofindividuak as equal to one anothejas reflected in the common right to
engage irthe diccourse itself, this equality cannot come at the expense of individuality
¢ discursive participantsnust be allowed toretain ther unique particularities As

| FOSNXYI & Lidzia AGX GKS aSljdzZf NBaLSOG F2N
universalism sensitiveto difference thus takes the form of aonleveling and
nonappropriatinginclusion of the otherin his othernes®'€ The inclusion of othe®
othernessandthe repudiation of acommonmetaphysical groundinfpr establishinghe
commongood leads Habermasto replaceappeals toa transcendent goodo ground
normswith an immanentset of normghat emerge from deliberation itself.

The eliberationprocesseplaces the moral content of transcendent morality with a
selfreferential process of developing norrtisat remains neutral to the conclusions of
deliberations themselvesTte processof evaluating a nor@ &  dzy A i€@captdetl byA ( &
the discourse principl€éD), which stateghat & «n®y 8hose norms can claim validity that
could meet with the acceptance afll concerned in practical discourSeWhile (D)

establishes the grounds for potentialhgalizing moral norrg it indicatesonly which

!* James Gordon Finlayson (2068bermas: A Very Short Introductjet8. Hereafter referred to ad:VSI
'® Juirgen Habermas (200&), 40.
l7JUrgen Habermas (200), 41.
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norms areinvalid At this stageindividuals can usenly sincerespeechactsto generate
consensus and, while they cannot asserhich moral norms exist, they can
hypothetically proposewhat it would mean to justify a norm. Therinciple of
universalization(U) is intended to test the validity of firstrder moral normgi.e. tho®
identified using (D)by checking Wwether they can beauniversalied. (U) statesthat: 6GA

norm is valid when the foreseeable consequences and side effects of its general
observance for the interests and valoeientations ofeach individuacould bejointly

8 effectively assertingthat & (0 K S

accepted byall concerned without coercicg) *
amenability to consensus in discourse is both a necessary and sufficient condition of the
validity of a moral norng*® When there are contestations surrounding the logical
relationship of validity and consensusparticipants engage in argumentation that
resemblesa cooperative competitiorthat is oriented towardsreaching aconsensus. In
the process of argumentation whatoants as a good or bad argument magelf
become contested, normsare evaluatedas they emerge in discoursather than being
born of and applied on the basis pfe-existingconceptions of the good. As sudhese
rules remain neutral to ethical contentand one canevaluate discourse based on the
force of argumentativerationality.

Simone Chambers, @itical theorist notes thatin repladngY I y 1 Q& Y2y 2f 23
test with (U) Habermas cannot expect tarrive at fully conclusiveleterminations of

moral norms because (Ukquires real people to participate imoral conversatiors.

Since the particularities involved in argumentation are impossible to remoweal

'8 Jirgen Habermas (200&), 42.
¥ Gordon Finlayson (2005}VS] 82.

15



I NBdzYSy il GAzy aFlAfa G2 dai pishadySoeBrapdthg ONB G S
clutches of the particular has led other theoristich as Albrecht Wellmeig suggest
that rather thanusing (U) to legitimize moralityU) can more appropriately function as
away of testingdemocratic legitimacy in natiostates.”* In essence, the criticism is that
(V) can offelonly conditional confirmatios of validity.

In turning to conditonal confirmations of validitywe pass from morality tathe
ethicalpolitical sphere that is, the sphere concerned witithics and politics In this
sphere, discour® is concernedwith evaluatingpossible conclusionthat take @ 2 Y S Q &
RS&EANBR SyR&a da 3IALBSY |yRZ RSt A*DAbnthti S& (K
Wellmer, n focusing orthe legitimizationof state actionscapturesS 4 KA OF f RA a 02 c
focus on whether or noaictionsare good or bad for the individuathe community, or
both. In ethical discoursegoodness or badness motivated by happiness¢ what
actions can be taken that accord with ceanditional affirmation of (J and lead to
happiness without negativelyaffecting others. In focussing onthe conditional
affirmation of (U) we can recognize that gradigrdreinvolved in actual discourse
actionscan be more or less good, whereas tha either just or they are at.** Thus,
the choices made in democratically legitimized societies can be better oemtbsigh

not necessarily right or wrongDiscourseguides these decisions anl RS f £ & & &

participants to exclude all strategic and instrumental attitudes toward interlocutors

PLAY2YS / KFEYOSNB omdpply &5 A& ObhdzRanBridge yCBnpaRiénytd O NI § A (
Habermas234.! SNBI FGiSNJ NBFEOCKNBR (i2 & 455t 3¢

Zalbrechtz St f YSNE AY & 9 Elénderdsiof MosalRudgeieént i Khaiz8nd Discourse Ettlics

pp. 14588 has levelled this charge.

2 Gordon Finlaysor:VS) 92.

Bez AffdzAAONF GST SKSNBEFA | LI NI AOdzZ I NI NBfgdnackle y Y &
and coldblooded murder are inherently unjust.
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FTNRY (KS G2qthsre Niolldibe fo/doercion that would limit or exclude
participants from the discourseThis discursive attitude suggests thalespite the
spectrum of valuestructures guithg participantf lives and communication,(a)
discursive participantsan identify all of the actors that would be affected by a
deliberative decisionand (b) all affected membersan and are willing to particpate.
Whereas in an ideal situation (a) and @ould be met, ethical discourse approximates
the ideal and, as such, cannot be assuredwbblly meeting either (a) or (b). The
guestonsthat then confronts usare Wow can weestablish a normative guidepo#tat
can orderdiscourse so that iat leastapproximates the conditions of moral discoureQ
YR Wil 2¢g OFry ¢S 3Jdzr N> yiSS GKIFIG GK2aS
026 NRE addiegdstese questiors we turn to theorized modes of political

association(section three)and their constitutionsthat are responsible forordering

ethicalpolitical discoursdsection four)

3 Constituting the Nation -State

9 dzNP hd&ti€akstructure following Westphalia set the stage fivic and ethic

modes of political association However, these modes of political association were

unable to sustain political stability in light of their dominant modes of political

associationwhich stimulated the development of thought that led tbet inception of

the nationstate. In investigating the theoretical structure of states following Westphalia

TS

we initially (A) turn to the civi;i i F 1 SQ& RS@St2LIYSyidsz 66KAOK |

F3a20AFGA2y (2 3ANRdzy R ORA { Apriripleés @nd NgBits, landl A 2 v & K

2LAY2YS /T KFEYBBNEHIBONNpU a
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then to (B)the ethnica G F 1 SQa RS JS folbwdYaSiyKiSs GoNKFAAGK o | T &
FYGAOALI G2NB Yyl GA2Y I f 02y aOA P adiey Qudining RAaa$s
these modes of postWestphalia political association | examingQ the theoretical

challenges facing both models and (D) how thepropriateeach2 G KSNBE Q a i NSy 3

rebuff thesechallengescausingivic and ethniestatesto transitioninto nation-states

(A) The civic -state

Themodern conception of & (i ik dil€y)& term that referso a politically organized
power thatd LI2 8aSaasa o06020K AyGaSNylrt yR SEGSNYI ¢
clearly delimited terrain (the state territory) and at the social level over the totality of
members (the body of GiA T Sy a 2 NJ?* Bt pohds & letinSitiitdvéthrough
positive law thatis shaped by citizens, who act bsareis ¢of the legal order whose
2dzNA ARAOGAZY A& NBA&GNKTE foRticalliadd bilr&a8cratiz G | G S
structures of civiestatesreflect the wills and actionsof the principal actors - lawyers,
diplomats, and military officerselongingto G K S Y A ddrhidistratide Qtaffic who
establishedthe & (i | adinistrative apparatué® an apparatusthat maintains itself
throughtaxation Asan administrative body tied teconomicmarketsit mustbe flexible
to respond to market fluctuations, a flexibility thaas historicalljpbeenable torealign
administrative rules and policiedongside market developments

Byseparating administrate tasksandthe market civicstates separate the tasks of

administration from the process of production, both of which were historically

% Jurgen Habermas (199K), 105.
%8 Jurgen Habermas (199K), 107.
% Jurgen Habermas (199K), 107.
28JUrgen Habermas (199K), 105.
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captured in the framework of political powéf This disjunction of political power
recognize the market as aelfregulating system that depersibn market participant§
decentralized decision® The division of legal and productive competenci®snbolizes
a transformation in positive law where this division identifies and differentiates
between public and privag laws andrecognies that marketsare guided by different
logics than thS & i Wiil&reiketsare regulated by politicsthey obey a logic that
often aims towards escapingtate contro| insofar asmarkets strive to release and
accelerate the ratef capital flows' andthe state is charged with maintaining political
stability, potentially at the cost ofeduced market competitiveness Markets are
essentialto the stateQa Y I A yaind yice yesathe civicd G F 6 SQa | RYAY A&
system would collapsavithout taxing market participants and, without a defined
system ofstable governance that distance8 K S ametri¢ ffofd &he market,the
market would find it challenging to maximize profitdVhile the two systems operate
along divergent logics they mutually profit byach2 (i K $ié&dhg existencejust as
they mutually suffer when onis weakened.

As an administrative statethe civicstate was effectively open to new members.
New memberswere requiredto limit their actions inaccordance with law ando
participate in the state by relinquishing taxiest, beyond thisthey werefree to pursue

their unique visiors of the goodlife. Following Westphalia, civistates are best

* Jirgen Habermas (199K), 108.
% Jirgen Habermas (200The Postnational Constellatipg3.Hereafter referred to a®C
* Michael Hardt and Antonio Negri (200®npire 31-2.
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understood as theoretically inclusiveequal, and autoomous members of the

international political spher¢hat saw all citizens as possessing common civic rights

(B) The ethnic -state

Writers, historians, scholars, and other intellectualorked in tandem with
diplomatic and militaryunification processedo propagatethe & Y 2 NJ&ss #maginary
dzy A &f&éltural nationalisn?? Instead of developingan administrative state that
minimizes the imposition ofa particular ethical life on its members wiilremaining
open to future membersthe ethnicstate asertsa particular version of the goatife to
ground acommon prepolitical unity thatfunctionsasthe bedrockof political unity and
stability3® The ethniestate repudiaesd S@SNE 1 KAy 3 NB[Byl dediSiy & F 2
other nations, and[by] SEOf dzZRAY 3 yI A2yl T SGRYTAOZ |y
elucidate,using the common good to establish solidantgarsthat beingrecognized as
a German requiremembersto trace theirpersonal constituting element® i KS &G G S Q:
pre-political myth¢ Germannesss demonstratedin the historical relation to German
particularities, such atanguage, blood, cultural ties, family history, and/or religious
beliefs Thus,being Germanin an ethniestate involves not belonging to groups that
RAf dzi S DS NXY I vy & Qcitiz€nS addess fidnbgeneous, rather than
heterogeneous, cultural compositionkegitimate &w in ethnicnations manifests from

G§KS ORA implici/yunder&téodwill ¢ Carl Schmitt notes thatny inclusive or

32JUrgen Habermas (199K), 105.

B Mark Poster(1999)a b | G A2y f RLREGYWF XY A D& (1A YS -8¢PoeknoRStiabdtisS 4 ¢ = H
only in examining the plethora of print articles that the unified discourse of an ethation is manifest

YR o6F&SR 2y . SySRAOG ! yRSNE2YQa I yId eAANY & FI yLENR
communicative principles cannot reveal a homogeneous statke ethnicpolitical discourse.

34JUrgen Habermas (199K), 111.
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RSEAOSNI GAGS LINE OS apiovidgsTthreshblds Yehulremgris aly £ & ¢
fAYAGIOA2YyEa F2NJ LINIAFYSYGS GK2dAK y20G F2N
1y26y &aAyOS yOASyld G(AYSa G(KI(G &HKSthiddS2 Lx S
political environmentpublic discourse is n@bsolutely necessanrythe people naturally

and implicitly legitimize law born of themselvesand the aws created byparliament

are only legally bindingUnder the metric of ethnimationalismthe LIS 2 L)t SQ& g A f f

GKS adl dSQa f S3dlepitimacyohd KB I 1 § At O azNE & NI

(C) Challenging both models

Within civic and ethnienations individuals develop solidarityvith others who
would havehistorically remainedas strangers Thesolidarity develop in civienations
from shared involvement in lawmaking, whereas in ethmations it is rooted in the
LIS2 LI SQa Kdtfide&iy. Asinde will see, neither the civior ethnicnation
can independently overcome the subsequentproblems of legitimization or social
integration, which leads the two models of political associatioto draw from each
2 0 K S NA Q toaltimédglycEatkthie nationstate.

The challenges facirthese early posiWestphalia modes gbolitical association are
significantly related to he schismof Christendom during the Reformatipnwhich
gradually eroded the common metaphysical authority tiaid traditionally grounded
common ethical attitudes and normi§.Unable to appeal to a common externally
validated law, nations had to ground their laws without appealing to metaphysical

foundations which created aproblem insofar as a new way of legitimizing law had to be

% Carl Schmitt (2004)egality and Legitimacy4.
% Roberta Guerinna (200Burope: History, Ideas, Ideologi&§-2.
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found. ¢ KS LINRPofSY 2F &20Alt AydSaNrarazy 6l a O
modernization,[and] with the increasing scope and acceleration of the circulation of
LIS2 LX ST 322 RaThis acgeleratioh anlateb épeople because they were
uprooted from previously fixed localis and projected into alien locationsghere they
lacked common local bonds bind them to theirew community and its member§ he
pluralismthat arose from mixing?y I G A @S Q | Y R, citdrésNaBdinaws (psetJS 2 LI S
traditional modes of social fegration, whereY S Y6 SNE&E Q & whaNdulgiral § NI R
value ha drawn them together

Civienations struggled to alleviate these problems by turning to democratic
participation to establish a legally mediated solidarit)g common participation in
lawmakinglet citizens see themselves agual parhersin the civienation. Theycould
participate in politics on the basis of their shared rigbts theseW (i K A y @f siar2d/ R &
rights and lawmakingatked the strength to generate more abstract notions of
solidarity. Whilethe constitutioncreated a mitmum set of attachments that ensured
the nation did not immediately collapswith the withdrawal of NG f A 3A 2y & f
foundation, the constitutioncould not entirely overcome the problem of integratian
universal rights alonewvere insufficient toestablish a commagncohesive,national
identity. While these rights ensured that all members could engage in discourse, this
model of political associationly sawdiscourseas an expression of right rather than as

a path towards developing the abstract anception of deliberativelygrounded

solidarity.

% Jurgen Habermad 998)I0, 111.
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Ethnicnations confronted the problems of legitimization and integratiorby
grounding law and shared meaning in the common cultural stratesponsible for
defining the nation. Members of ethnienations geneated solidarity out of their
common language, history, and religiand, while thess#K A 01 Q 062y R& RNEB g
together, they prevented the nation from establishing an inclusive and permeable
system thatwas sensitive tats increasinglypluralistic compsition. Havingseparaed
Wi S Jand Wi $ DA, ihe ¥thnld$ta@e asserted the primacy ats national myths
and valuesoverthe plurality of values and concerrnsccomparyingthe influx offoreign
aliens While the ethnienation successfullyesolved the problem of legitimization by
appealing to the will ofits citizenry it effectively failed to integrate othersnto the
societyand accord them the respect and dignggovidedto full members of the nation.
Regardless of what foreign alienaids their utterances could at best become legally
asserted lawg legitimization escaped their discursive practice on the basis of their

otherness.

(D) The rise of the nation -state

The civie and ethnienation model® Ayl 0 At A G & overcomeyiheS LISY R &
problems of legitimization and integrationled them to draw from S| OK 2 (i KS NA
strengths The civienation, recognizing that it enclosed a particulgeographic space
and held sovereignty oveparticular people, drew on theethnic-d G | indBidd &hat
membersof the civil society existed in @mmon cultural substratumto initially tie
individuals togetherin order to overcome the problem of integrationThis cultural

substratum was largelgonstitutedthrough publicdiscourse, but left discourse open to
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new civic members; it was not a close system.In recognizingthe role of itscultural
substratum the civienation could use its historyto act as a ground of law, but could
reject the position trat participation in creating theoriginal shared historywas a
necessary precondition for later politicprticipation Thus, the natiorstate couldrely
on previously developed cultural practices to assist in realizing solidarity without having
those practices necessarily exclude new members.

The ethnc-nation gradually changed from a political bodythat asserted the
overarching importance of thick bonds to legitimize politicone that recognizd the
need to equate legitimacy and legalitand to attend to the shared practice of
lawmaking If the ethnienation denied the legitimacy of laws made by those not sharing
Ay &2 0A S0l fthenwtiwondObde®@medirkngaRidgly challenging to maintain
political stabilitybecause! ¥ 2 NidefnBeys Qf society wouldot recognizethemselves
as authors and addresseed$ law; their noninvolvement in legitimizing law would
prevent them from perceiving themselves as equal members in the practice of
lawmakingandwould contribute to social fragmentation

It is essentiathat we understand that the natiostate recognizeslamembers as
equal to one another and remains open to changes in law based on the discursive
efforts of its constituents These efforts are protected by positive law born of the
YIGA2Yy Qa4 Wheyeasithe (cidmtate? sgvwbdiscourse as a common tighut
failed to see its core integrative function, and the ethsiate discounted the role of
discourse in legitimizing actions, for the natistate discourse functions as the basis

upon which citizersolidarity develops
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4 The Role of Discourse in Develo ping Citizen-Solidarity

Constitutions come to bealongsidethe y | { Al8ggli@ assertecbirth and they
embody the values that they | (i Ac2eylt@sifuseto the nation. In civimations, this
means that the values of inclusivity, sovgmeipower over a delimited territoriapace,
citizenequality and independence, as well as decisioegarding the distribution of
governmental power are encapsulatedin transformative constitutions ¢ these
constitutionsact injunctively standingbetweenthe time the state was not and the time
when it asserts its formal values througtodified and formalizedbasic law.Codifying
constitutions whichl & a SNIi |y I (i Ask Ja@devel6Raldy trahsfoim&tiRe 6
constitutionsand are responsible forstablishingthe core lawsesponsible for guiding
GKS F2N¥Y 27F (ardPolitgd drrarggm@nias Wdll asdactings the final
ground of appealfor legal challengesTheseconstitutions entrench particular values
against the winds of change and, as such, provide a degrdengfterm political
stability thattransformativeconstitutions cannof® Basic law establihd Y S Yeor& NA Q
rights andprivilegesand, in recognizing lmbers as bearers of rights that can formally
participate in the political processegally identifiesmembersas citizensln receiving
citizenship members accept the rights and duties @scribed in the codifying
constitution and at least probationallyagree to the governance structuresets down

As a living documentthe constitution can change alongside the citizewsio are
responsible to and for jtnstitutional norms are changeabiesofar ast S@Sy (G KS 06| :

norms that theconstitution itself has declared neamendable share, along with all

% Lawrence Less{@006)Code Version 2.314. Hereafter referred to a€Vv2
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by making constitutional amendmesat As a reflexive documenthe constitution
remainsperpetuallyopen to new interpretations and adjustmentahich enables it to
remedy any constitutionally as¢edd norms that would justify excluding possible
members of the natiorstate. These changes take place by havuhgenfranchised
members informally raisewareness ofthe injustice which, over time injects their
discourse into the dominant political discours@his gradual process has been
demonstrated througbut history whenminorities and excluded groupsvegaired the
right to vote after injecting their ifiormal discourse into that of the publi€or such an
injection tooccurrapidly, all members of the natiostate must be able tcommunicate
without fear that alerting others to perceived social injusticesight provoke state-
sanctionedcoercive response™

Thesameopen discoursehat isbased on constitutional norms thatisenfranchised
individualscan draw orto rectify injustice is alsoused to develo A (i Ashafey éivi2
bonds. The constitutiongroundsthe ethicatpolitical argumentationthat occursin the
nation-state ¢ as its basic law the constitution is the final source of appeal for
legitimated politicalrgumentation.dtizensrecognizethe constitutionas theér common

legal ground and repertoire athicatpolitical normswhenreferring to its normsin the

% Jurgen Haberma@001)PG 117.

“© without the possibility of constitutional amendments to address normative discrimination the state

may turn to explicit coercion on benign neglect to maintain political stability in the face of growing

pluralism and cultural heterogeneity. Will KymlickaMulticultural Citizenshipidentifies benign neglect

as the failure of pluralistic natiestates to recognize the value of, and subsequently protect, minority

Odzf GdzNB&ad . Syrdy yS3ItSOG A& SESNDAASR 2ytheirKS o6l &A
communities would similarly be protected. Unfortunatelguch attitudes fail to account for the

importance for protecting groups to preserve the repertoires of cultural value that give meaning to

YS Yo SNRE Q ark regpéhsiblelfoirigiilling particular cultural values in them.
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justification oftheir arguments These justificationsften take the form ofappealing to
commonconstitutionally internalized principlesf equality, fairness, and independence
Whereas thadealrules of discourse ar@heoretically) understood by all participanti
discourse the constitutionprovides a(relatively)transparent set of ruleshat citizens
can use in appeal when they feel they are being discrimohaigainst¢ this corpus
transparently asserts the rights, such as freedoofisspeech andprivacy, whichare
implicitly recognized in the ideal rules discourse

While relatively weak bonds are initially formed between citizens when they work
together to establis the constitution, these bondexpandand becomeincreasingly
substantive agitizenscontinue to engage in discourse with one another and slzane
confront subsequenthallengesWhen gtizensstrive toresolvecommonly experienced
issuesand have theirdiscursively developed resolutiorfeamed by the constitution
they develop a substratum of meanifgased orcivic concernsyalues, and responses.

While engaging in discourseitizensRS @St 2 L] WO2 YY xhicDti A & S
identified with the realizabn of a rational public opinion formation and will formation
in the process of lawmaking that comprises a complex network of processes of reaching
understandingand 6 | NA | & Yoleyetideécommunicative power and for citizens to
identify with one another on the basis of their sharade ofcommunicative poweto
informally advanceheir concerns to governments series of (relatively) demanding
preconditions must be methat devdop from constitutional norms.Habermas notes

that to enjoy communicative power

TYSyySiK . FaySa 6 mddRéchtsatdat YR D 6lB-8kEzital @R GeliukgSThe
Cambridge Companion to Haberma4 3.
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e individuals must be willing to assume the views held by other discursive
partners*?
e the public spherewhere individualsformally communicate with one another)
camot bedistorted by undue coercigf?
e aliberal environment emphasiryindividual freedonmustbe maintainec*
¢ the elements of private societthat would be affected by imposing particular

law must berecognizedand permitted toenter the communicative discoursg.

Moreover, political parties musdctivelybridge the divide between the informal and
public domairs ¢ they cannot become so engrained in thed | @dninitrative
elements that they cannot interact with the citizen¥§Thus communicative power is
initially realized in the informal domain wheranderstandingis reached, and then
transmitted toi KS OA ( A T SrgpieSentdti®ed NheselrdpresdiBativeesolve
OA G AT S ybatthe repieset&tisie®articipate in bargaining sessions to reach these
solutionsrather thandevelopng a sharedconsensusmongst themselves (agtizens do
when reaching their understandings in the informal dom&egause ofhe limited time
to enact legislation and the fite resources available to the natiestate. Thisentire
communicative processis predicated on the assumption that citizens are free to

communicate with each other and their political representatiggkthis is notthe case

42JUrgen Habermas (199K), 42.

* Jurgen Habermas (1998p, 44. While Habermas uses the SN WO2SNDA2Yy Q SELI yaAd
noted that nonRSY2 ONF GA Ol f f & fSIAAGAYIFGSR &dz2NBSAtEFyOS GKI
Of FaaAFe & dzyRdzS WO2SNDA2Yy QO

* Jirgen Habermas (199K), 44.

*® Jirgen Habermas (199K), 44.

*® Jurgen Habermad 998)I0, 160.
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then O A G A dbifity @ @evelop and reform law is denigrated, if not lost entirely.
Importantly, as Western natiestates shift toward new digital communication systems,
new challenges arise alongside timeposition of these systemd hese challenges must
be identified and overcomeso that citizens can communicate without fearing
surveillance or coercion when using these new netgoremail must be as private as
handwritten letters if digital networks and their associated communication systems are

to stand in and replace traditionatodes of communication.

Havingevaluatedthe weight placed on discourse, we now attend to the centre of
gravity this discourse revolves arougdi KS O2yaidAddziaAzy |yR GKS
patriotism towards it.Ctizens, byreferring to the constituion, identify themselves ais
authors and guardian¥ and theirselfrecognition in the constitutiomastwo effects; it
immanently justifies the norms and conditioregfirmed in the constitution as the
OA G AT SyiN iQthey Bdoghize that theonstitution does not assert values that
require citizens to be members of particular cultural bodies to identify wittamg it
asserts thatts values are sharedmongstthe nationa (i I in&rers These elements

of selftrecognition and otherecognition based on constitutional rightgenerate what

o~

| FoSNXYI & GSN¥Ya WwWO?2 yHsitari dEhifiesytHe tsolidaditydhsth 2 G A & Y

emerges when citizens recognize each other as sharing in the prastiédawmaking

that are fundamentallygrounded in and guided by their common constitutional rights.

"It should be noted that when citizens refer to the constitution they does not necessarily have to be in
full support of the entirety of its articles for them to perceive themselves as its authors and guardians;
authorship and guardianghican involve calls for remedying errors in a draft, or guarding particular
constitutional principles from the oveextension of other principles. In this sense, a constitutiansture,

rather than a constitutionaldentity emerges as citizens immerseetnselves in the constitutional state.

For more, turn to Jad S NJ/ S NJ @adddtithitiSrePatriotism53¢ 67.
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This patriotismextends beyondthe weak legalistic association of individualsat
crippled early civistatesbecausein the process ofreating lawdiscursive deliberation
takes placebetween partiesand leads them to see each other aso-legislatorsand to
appreciateS | OK  Zife-gr§ead, Qalues, and dreams. The identihat emerges
from constitutional patriotismrealizesa commonexpansive inclusivity that extends
equal rights to anyone who acceptise rights and duties of membershipnstead of
relying onethnic bondsto hold groups togetherthe civic natiorstate relies on the
constitution to act asa I £ S3AFf RSGAOS F2N) AyadAiddziazy
through which citizens come to recaige each other as sugf®

Constitutional rightenable citizens to participate in the political element of society
without having tofirst abandon theirparticularities Particularities such as cultures
GFNBS GFftdzZ otSs y2d Ay IyR 2F (KSyaSt@gSasz o
a20AS0Ft OdzA Gdz2NB GKFG LIS2LX S KIMG8ulture@®sOSaa
essential for establishing the values that guide individtialoughout ther lives.It isin
this medium of everyday communicative processwhere individuals immerse
themselved Y R RS @St 2L GKSANI OdzZ GdzNBE GKFdG 1 F6SNY
GAad GKS O2yGSEG 2F YSIyAy3aTdzZ ySaadthel | Ay &l
objective, subjective, and normative referenc@? It is wheretraditions and cultural

meanings are passed dowmhere people participate in social integratiorthrough

which norms of cooperation and interaction are learned, amavhere people deslop

*® Omid Payrow Shaba(2006)d / 2y aGAGdziA2yf LI GNR2GAAY & | Y2RSt
¢ KS OI &S Pai®sophkahd Sl Criticism, Vol 32, no B02.

Wil Kymlicka (1999lulticultural Citizenship83.

% Omid Payrow Shabani (2003PL. 87.
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identities as members of groups and as unique individuals in the course of socialization.
The processes of the lifeworld involve communication and discoyirsgnansdevelop
in the lifeworldwhile discussingheir situation with othersand without using intense
bargaining sessions and require communicative privacy if individuals are to develop
their mature identities without experiencing formative retardations of their identitst
could ariseshould individualgperceivethe need to selcensor thei discourse idight of
possiblecoercionarising from their discourseGiven thegrowing transition to digital
communicative systemis Western natiorstatesit is imperative that attention be paid
to digitized discoursegiven that the process of digitization facilitates the covert
aggregation,storage, and analysis of digital communicatigndigital technologes
extend the possibilities of surveillance and, as a result, extend the possibilities that
individuals will feethe need to sekcensor their discourse

A material substratumsupports the lifeworldQd SEA &GSy OSdis ¢ KA &
maintainedby systemghat are guided according to purposive actiand areoriented
towards achieving objective goalsing strategy andbargaining The systemic domain
provides the materiab that are needed to (re)generate elementsof culture,
independent developmentand maintenance systems are responsible for reproducing
great pieces of literature, for providing incense used by millions in thaigious
practices produdng artefacts that certify and remind individuals of their personal
achievementsand for transmitting discose across vast stretches of space using digital
technologies As suchthe systemic domain is not inherently problemato long as the

f A TS gedmiduc@tdve infrastructure is not undermideby i KS a2 aidSYAO R?2
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strategic interestge.g. solongd YI NJ S f23A0a R2 y20 20SNP
communicative privacyacross digital networls systems can remain a positive
complement tothe lifeworld.

Problems arise when systemic imperatives overcome the imperatives of the
lifeworld. When the ifeworld experiences sysmic invasionit faces the possibility of
colonization A clear example ofuch colonizationwas evidencedduring attempts to
amend the Canadian constitutio®uring the 1989 round afonstitutionalnegotiatiors
at Meech Lakeelites dominated the amendment process and engaged in a sustained
process of bargaining, tradeffs, and pressure tactics.Intensive negotiatiorwas used
where participantstried to develop binding contractual agreementather than
participatingin sugained argumentation and discoursemed towardscontemplaing,
analying and articulaing the normativeaims of the amendments. Ehatter process is
extensive, time consuming, and demanding of all inviIw&hile cutting a deal might
have temporarily a#lviated issues facing Canadians at the time, it would have
entrenched basic laws thatacked I G RSSLISNJ | yR LJ2LJzt I NJ Y2 N
LINAX y OA Lio@dihaveduhsétuently cause/ | yIF RALFya G2 afl Ol (K
and allegiance necessary to sustain a&ahA G dzii A 2 y°? 18 $hiS Naktaick M S ¢
systemic invasion failed its colonizing efforts, but its motivation to assuage empirically
realized issues demonstrates tmationda G I 1 SQa Ayl oAf Ade is2 &dzoa
citizens their full range of ewtitutionally guaranteed rights. While inglcase of Meech

Lakethe nationa G S NBLMWHzZRAF GSR (KS aeaidiSYAO R2YI A

S / KI YBESNEEHBMPDPp L «
S / KIFEYBSNEHBYMDDp 0 &
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the case, as seen when market logics dicigd@ernmentpolicy responsesather than
policy beng directed by normative criteriaDespite the natiord 0 | G SQa FI A f dzNB
guarantee citizens theifull range ofrights, so long as citizertan freely communicate
with one another and generate non-coerced communicative power capable of
motivating elected officials tend i KS WNJ OS ({2 di polics dhatihdis2 YQ & i
accompanied market liberalizatioit is possible to @ert a total colonization andhronic
infection of the lifeworldcan be avertedCurently, governments,

terrified of the implicit threat of capital flight, have let themselves be dragged

into a costcutting deregulatory frenzy, generating obscene profits and drastic

income disparities, rising unemployment, and the social marginalizatfoa

growing population of the poot®

Nations, in the process atpealing social serviceBave advocad a turn to neo-
liberal politics that focus on equal market participatioand that operate on the
assumptionthat all market agentscan equallyparticipate in said market. This position
was abandonedollowing the catastrophes of the Second World Wand welfare-
states developed because liberal marketdeveloped class conflict that threatened to
finally undue political stability’ Without a reversalof liberalizing trends it is
increasingly likely that the citizeies will fragment individuals, lackinghe nation
stateQ& LINE U S @ill /eidse tolsia@ xh& burdens and duties thatcompany

citizenshipbecause, gite simply, citizeship has topayd Ay G KS OdzZNNBy Oe

*3 Jirgen Habermas (200R) 79.
54JUrgen Habermas (200, 173.
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ecological, and cultural rights® There are extensive responsibiliti¢kat follow from
citizenshipf YR AT AYRAGARdzI fA (KNSR yRAlt W ORSWLASSY ad i
as the authors and addressees of tathiat deviate from the normative pscriptions
established in the constitutianA core (orthe core) element of assuring citizens that
they can continue to participate in political life is assuring them the right to
communicative privacyn digital environments if essentialconstitutional normsthat
guarantee freedom of speeclre abandoned if citizens are left to defenthemselves
against issues of social justi@nd if citizenscannotcommunicateusing contemporary
communications networkwithout fearingillegitimate coercion,the integrative function
of constitutionallyshieldeddiscoursewill vanish

This accoune ¥ (G KS f A TS ¢ 2sNdul&k 6ba betékent t@nyednitHatittie 2 y
nation-state is doomed to collapse. Citizens, so long as tlaeprganiz2, communicate,
and collectively exert pressure on their elected representaticas reassert themselves
and their political power as the dominant social forceSwhile money presently
supplant the regulatory power of politigsthis inversion need not bepermanent.
Instead, itcan be read as a continuing challenge in balancing the interestthef
lifeworld and systemsindeed, with the transitiorto information economiesavenues
are opening for citizens to reassert themselves as the priati@ctorsmotivating state
actions®® By encouraging their legislative representatives to carefully safeguard
A Y R A O peRoahlibfé@ration and discourse thaspansdigital networksacrossthe

62NI R OAGAT SyaQ O2vyaiAldedtderthedckitizonk wold & OF y

*® Jirgen Habermas (2008 77.
*® Michael Hardt and Antonio Negri (200®inpire, 298300.
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STTFSOUAPSt & MmMmBhe Hrin@dSdigitdlLdonamvrficttiielprivadgr adhering
to their constitutional obligationsThe cause of social justiceare far from beinglost
but, becausethe nationstate as it has been theetically realizedn the course of this
thesisdepends ordeliberativediscourseit is criticalthat citizens be able tgarticipate
in open and free communicatiothat is notperverted by the possibility of illegitimate

systems of surveillande maintan their discursive solidarity and political stability
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CHAPTER TWOz DISCOURSE, PRIVACY, AND DIGITAL NETWORKS

American Supreme Court Judge Louis D. Brandeievoted privacy advocatds
well-known for his role irestablishing oentemporary rights toprivacy. h a dissenting
opinion in 1928he drew on a law reviewhat he and Samuel Warren had published in
1890 and asserted thathe American constitution held a latent right to privadyis
early assertion ofpublic privacy rights alignedith Americs/ WdzR3IS ¢K2Y Il a [/ i
legal treatise on torts in 1880 wheK@ooleyasserted thatindividuals helda right to be
left alone>’ The challenges and importance of asserting privacy rights have been
amplified significantly since&CoolefB Yy R . NI Yy R $idng 6itenGg tidirdshltcodiz
innovations in communication technologieg light of these challenges series of
privacy archetypes have been developed to assist lawmakecseatinglawsthat can
competently identify and respond toprivacy invasiosa These archetypesprovide
normative criteria toshield RA A0 AYy OGA GBS St SYSyida fom AYyRAC
unwanted publicity Unfortunately, these archetypesoften fail to strictly separate
privacy fromthe associatedspheresof liberty, autonomy, and secrecwhich weaken
their ability to mitigateanalogueprivacy invasiosand are responsible for limitingheir
effectiveness inpreventing contemporary privacy invasions that arise as citizens
increasingly communicate alordjgital systens. Ultimately, | will argue thateventhe
Y2ail Wa de@ogeprivadcyzrcfietypethe secrecy archetypecannot effectively
LINE 0§ SOG Ay RdomuRicHivéprivary RHe Sekréchafchetype isadoptedto

guide lawmaking for digii I f SY@ANRYYSyGtas +Fa 6S ogAff

> Judith Wagner Deced997)In Pursuit of Privacy: Law, Ethics, and the Rise of Technitbéiereafter
referred to adPPR
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communications cannot be adequately secured from illegitimate surveillance and
discrimination. Without | RS1j dzt 6 Sf & & S OdzNA y 8ns f@dmindF Sy & Q
legitimized surveillangecitizens may experience deterioratisrof their discursively
generated solidarity anthe contemporary natiorstate may fragment or dissolve as a

consequence.

1 What is Privacy?

Privacy is often understood as a state free frerternalobtrusions or distubances
to 2 Yy SMivate affairs. Such a broad understanding of privacy conpissries of
interrelated, though distinctive,privacy classificationsF NS SR2Y G2 02y (NP
personal information (informational privacyfreedom to physically isolate onel
(accessibility privacy)and the freedom to speak and associate with others without
being surveyed(expressive privacy)Broady classifying privacy as freedom from
obstruction fails to transparently distinguish privacy from the closely related coaa#pt
autonomy, secrecy, antiberty. In this section| briefly outline the threeinterrelated
privacy classificationand distinguish privacy frormutonomy, secrecy, and libertjfter
providing a granular account of what privacy is and is nptpteedto discuss.JNA @I Oe Q&
value to individuals in their public and private lives.

At its most basic level, informational privaggscribes theight to know who knows
what about youand to control the flow of your personal data to other partie¥®
Personal dataencompasses informationhat is on and off the public record and

includes informationabout daily activities, personal lifestyle choices, medical history,

%% Information and Privacy Commissioner/Onta@001)d ! vy Ly G SNy S t NA g O& t NA Y SN
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finances, academic achievementsgligious or philosophical beliefdistinctive physical
descriptons, employment history, personal relationships, sexual orientatife goals,

and preferred customer habits, to name a fewnder this privacy classification
individualsexperience privacy invasiois6 & LJdzof A OF G A2y 2NJ S@Sy o6
such nformation; by intrusive snooping, observation, or wiretapping; by testing to gain

2N FGaSYLIW G2 3P Xhs ladt kdnt is gsfedalyyihpdriadt;yit dsénot

that someone has successfully coletinformation without first gaining an indivezl f Q &
consent ¢ the mere attempt to access this information constitutes invasion.
Informational privacyoften overlaps accessibility privacyhich isinfringed uponwhen

another person enters an individ@lphysical proximity in violan of the individd t Q a
reasonable attempts to seclude themselves from the eyes of others. Judith Wagner
DeCew, a noted privacgnd legaltheorist y 2 1S4 GKIF G S@Sy dadz2NBSA
everyday activities can lead one to be distracted and to feel inhibited. Such behaviou

Oy AYyUNHzZRS 2y 2ySQa a2t AddzZRS 2NJ aSOf dza A 2
because of the fear its potential recognition can geneg&feAccording toWagner
550S6Qa, HYO2yzRA OA Rdzl £ Q& | OOS awhdnoah dersane  LINA
surreptitiously watches a womarshower or undress for example. fis stealthy

0SKI @A2dzNJ Ay (G NHzZRSA enght id irvacyaddy fhg teBavidulSd a 2 y I 6
left unchecked, can generate fear of discovery in the woraad sense of pemnal

violation[ A1 S FF O00SaaAroAfAide LINARGIFOexr SELINBaaigds

control who survegand record their personalexpressionsExpressive privagyotects

% Judith Wagner Decew (199/PR 75.
% Judith Wagner Decew (1991PR 76.
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individuals from the fears or pressures to conform to homogenizexvpoints or
attitudes that can follow from suspecting #t 2 Yy Spfhétely uttered speechmight be
being monitored or could be made publifhis kind of privacy is, as an example,
intended to protect people so that they can express their sexuality, thgss of
whether it accords with dominant social normBecause expressive privacy tends to
involve the collection of informatioms well assome proximity tocollect orverify the
collectedinformation, this last privacy classification aéten intimately linked with the
two previously mentionealassifications*

In addition to commonly compressing the three aforementionedJNA @I O& Qa
classificationgo a loneand somewhatebulous privacy classificatioprivacyis also
often unintentionallycompressed wittthe theoretical concepts odutonomy, secrecy,
and liberty. While privacy is intimately involved witach ofthese concepts, it acts as
an umbrella thathA & RSLJ 28 SR (2 aKSft3iSNJ AYVRAQARdzZ f 3
rather than beingintimately and unavoidabibonded to anyone of them. While
autonomy and privacy interests often align wheither autonomy or privacy igolated,
this is not always the cadseecause peoplare autonomous insofar as theyan make
independent and selfegislating choicesWhen aperson decidesto blare their car
stereo in a busy neighbourhootheir autonomous action cannot be considered private.
In contrast, whenthey make decisions ogerning their basic lifestyJethey can
reasonably expect to have theirautonomous choiceskept from the public eye.

Moreover,y 2 (i Fff LINAQGI O8 Ayl arzys Ralekddt e (K

® Judith Wagner Decew (199/PR 78.
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adzNBSAtt I yOSy F2N) SEFYLX ST R2SayQi ySoOSaal
legislating choiceso long aghey never experience consequencessultingfrom the
surveillance or realize that they are beiedectronicallysurveyed.Because of these
complications we cannot legitimately claim that autonomy and privacy concerns are
necessarilyonjoined

Similarly,privacy and secrecy oftealign with one another though they do not
always do sa; some eventsare secretbut not private, and vice versdo expand, a
secret treaty or military plan may beept secret from the public, but the fact that is
kept secretdoes not mean thatt deserves the privacy protections K I 4G Of 2 { LJS?2
sexual activities in theirhomek. 0 A& AYLERNIFIyYyd G2 y23S GKIF
what isintendedii 2 0S8 02y 0S| % BeBausd while yhilitaryKs8dretsléare
intended to remain secretit does not follow that their intention to be kept secret
necessarily meanthat they are privateln light of tre difference between privacy and
secrecywe can say that secrecy aligns with privacy protections when private individuals
engage in actions that they can reasonably expect to be concealed from the public eye.
This saidthere is (again) no necessary equation between privacy@nical secrecy
While physicalseclusion is ofterdza SR G2 S @I f dzI ( Saccgskildlity 0rS NJ | |
expressive privacy has been invadéddoes not stand thasecretactions in secluded
spaces are necessarily privaggpoliticianswho meet in secretto negotiate legislation

cannot justifiaby expect privacy laws to protect their very lgiic discussions.

®2 Judith Wagner Decew (1991PR 48.
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Finally, we musimake a distinctiorbetween privacy and libertyPrivacy is intended
to preventunnecessarynterference in our prsonal lives ando a limited extent, does
promote liberty of action.Personal liberty encompasses the genof actionsthat a
personcan perform whereas privacy shields people from intrusions that would limit
AYRAGARdzZE £ &Q fhuBlidydsanctibned aktions. ArSl@ht @ this disjunction
between liberty and privagywe can envision cases where aNa& 2 Y Q & couliNde @ O &
invaded without infringing on their liberty and vice versa. If, for example, | am
unknowingly pacedunder surveillancemy liberty is not necessarily impedegl am still
free to enjoy my customary ranges of actiewen though all my actions might be
recorded Alternately, Icould be physically assaultexh the streetand have my liberty
limited without experiencing a privacy invasioihile privacy and liberty often align
with one another the division between privacy breaches dainjustices towards
personal liberty reveal thathe RSANI RIFGA2y 2F 2ySQa A0 SN

indicatethat a privacy breach has occurred.

2 Privacyd O 61tA Pefddnal Development and Discourse

Liberty, the absence oéxternal restraints or coercig plays a central role in
forming the political bonds between citizen the absence otoercion citizens are
free to communicate with one another without fearing thahother persoris recording
their private actionsand could later threaten or sham#he citizen.With the liberty to
act ontheir autonomous choicegitizenscanassociatewith others utter statements or
participate inpublicly controversial actions thatan fundamentally shape the values
that structure their public and private attitudes ¢ private actions influence public
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attitudes and vice versalf citizens believe or expectthat their actions might be
monitored, while actual restraints (i.e. coercive or preventative techniques or
technologies)might not restrict their actions they can fall prey to imagined restraints
and adjusttheir behaviour in light of imaginary bonds that are as strgogstronge)
than shackles of steel. These sefjposed restraits can diminish the range of liberty
that individuals feel safe exhibitingwhich is conjoined with a corresponding
diminishmentof autonomyas citizensfeel unableto make selflegislating choices, let
Ff2yS 104G 2y GKSY® Ly (GKAa fA3IKGZ ¢S OFy a
right of persons to make fundamentally important choices about their lives and therein
exercisesignificantcontrol over different akJS O a 2 F (1 KSprivatyis Bk | JA 2 dz
umbrella that protects core principldbat all citizens share, antl ensuresthat citizens
canmakethe decisions that are fundamentad their private and publiadevelopment
Privacyfacilitates theenvironmentwhere peoplecanlearn, experience, and experiment
without fearing hidden or latent punishments for making choictsat deviate from
public norms in ways that are neither saibr other-harmful.

Moreover, the right to secrecy is invaluable because it mgpa space for individuals
to actand express themselves to otharsdeeply intimate wayswaysthat they might
be uncomfortable or unable tmirror in the public spherand that are essential to their
personal developmentDonald Winnicott, avidely-influential psychoanalyst, notes that
in public environments where weust conform to particular rules and norms we adopt

I & CSeff téirBask2 dzNJ & (féN@lzS tafvdidtbeng overly vulnerable to strangers.

% Judith Wagner Decew, referencing Parrent (199F) 41-2.
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Winnicott notes thatsome of hispall A Sy ia FSSt a2 | akKlFYSR 2F |
they are utterlyincapable ofaccessg their inner worldand, as a consequence, cannot
manifest it to other§* cthey areperpetuallytrapped in the publigazeb Wb 2 NXY' I f Q LIS
do not experience this crigimg insecurity, but their relative fearlessness would likely
evaporatewere theydeprived of their privacy rights. If esorkers, police, clergy, and
your employer could all learn about anything that you said, the likelihood of freely
expressing youn ke Sl svould diminish alongside your reasonaldxpectations of
privacy.Within zones of secreayin the arms of a lover, the deathbed of a relative, or in
letters between distant but good friendg privacy preserve safe spaceswhere
individualscan bevulnerable to one anothewithout being paralyzed by the possibility
of their words being disclosed. Privacy rights are legal affirmations that spaces of
vulnerability ought to exist so that individuals can develop and express their most
intimate thoughtsand beliefs

In panoptic SY JANRY YSYy(Ga: 6KSNB AYyRAGARdAzZ faQ L
persistently monitored(effectively abolishing the substantive realization of physical or
communicative seclusion), subjects fea though the possible application obercion
could occur at any moment. Individuals experiergceonstant pressuréo conform to
public norms even before taking actions that deviate from the dominant etipichtical
norms. The thoughtalone of deviating from social normesadsindividualsto worry that
authorities might K+ S RSG SO0 SR déaviaRy Ik gitRatidds Ridztet & Q

individuals persistently fear being monitored they reduce the scopth@eif actionsso

% Donald Winnicott (1965Fhe Muturational Processes and the Facilitating Environment: Studies in the
Theory of Emotional Developmetag0-52.
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that none of their actios could possiblybe recognized as deviating fromK S LJdzo f A OQ
norms they selfcensor their words, they fedhcapacitated to even pondecertain
decisionsfi KS& WNBKI oAt AGI G0SQ {KSANItheySdpariented LIKE &
deprivations in their ranges of choicEhese environmentdo not just stop individuals
from engaging in actions they want to perform, but mould their very behaviour. The
operation of bodily surveillancein panoptic environmentseads the individual to
restructure cognitive pursuits to harmonize their actions with the msrheld bythe
surveying partie§>

Discussions of panopticonism almost invaryaldad to discussion of Michael
C 2 dzO | Digtipiir@ Z&andPunish but perhaps rather than attending to his wonke
daK2dzf R GdzNYy G2 haOlI N DIy R2REQO2PIOPBRE X 2y NR &
awareness of the sorting potential of computer databases, suggestsihat isat issue
AayQil a2 YdzOK GKIF G ¢ Sthelwhidhersalbdasitbse olsdhvOK SRY 0
into particular categoriesThese categories atmsed on normatively ambiguous search
and sort criteria that those observed are not made aware rafr have given their
consent to.Generally three coreissues arise whepanopticsorting causesndividuals
to experiencedeprivations of their informational, accessibility, and expressive privacy.

The first is thaindividuals must often beahe burdenof provingtheir innocence rather

% While outside the scope of this thesis, the issli@vbat norms the surveying party holds is of particular
AYLRNIIFYOS® 2A0K2dzi (y2¢6ftSR3IAS 2F GKS adz2NDS&2NRa y2N
a person is unable to ground their identity. In environments where actions are being passo@tpned

without noticeable consequences individuals can experience a compression of public and private spaces

and their associated normsThese compressionsan lead to extensive spatial neuroses. For excellent
evaluations of the effects of thdevelopmenof neurosis that emerge from the experience of ontological

insecurityL  NB FSNJ & 2 dz @Gn2Hurnvsig Experiendizil R 2 Yy @& Batiticy of theyFangligind

Politics of Experience
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than otheshaving toLINE @S (1 KS A yTRdudidate dgariofidésortthgzdodldi ®
occurat any time and placan individualin anundesirable categgrbased on an oubf-
context comment that was repeatedly quoted in popular medihe individual becomes
perpetually guilty of any comment theyave made and must be preparetb defend
themselvesagainstits potential implicationst any point in their livesThe second issue

is that these sortingenvironments impose &et of homogenous norra As Lawrence
Lessig notes,

[w]e all desire to live in sepae communities, or among or within separate

normative spaces. Privacy, or the ability to control data about yourself, supports

this desire. It enables these multiple communities and disables the power of one
dominant community to norm others into oblividf.

The plurality of natiorstates and the dignityeach person deserves, can become
endangeredif individualsare not shieldedfrom a totalizing norrative structurethat
forcefully imposes itselfacross the entirety oftheir lives The nationstate, as an
inclusive body that remains sensitive to the particularities accomipgmew members
faces political stagnation if it cannot continue to resolve the dual problems of
legitimization and integrationThese problems have been resolved through the use of
discourse to legitimate political norms. Importantly, this discourse incorporates a
diverse range of privately and publicly generated noinstead ofexclusively drawing
on homogeneous ethnilogics.Yet, he compression of normative spaces threatens to

return the nationstate to a normative attitude bearing resemblancethat of ethnic

% Lawrence Less{@006)CV2 218.
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states, which were unsuccessful at generating citigelidarity in pluralisc
environments Finally the panoptiesort is accompanied by the exéh of micro-

control ove subjects ¢ discipline develops that canstrike perfectly at particular
individuak. Thismicro-control develo as individuals increasingly become wrapped in
gKIFG /Faa {dzyaidSay® SuBwHiy s digtiRguished pOfds€og Bfy & Q ¢
jurisprudencesuggests thatwheh LISNE 2y Qa fAFS A& Sy,itANBt e
becomes possible t@ccuratelydetermine the LJS NJ& Brefefeaces, dreams, fears

loves, and hatreds. The accuracy of such predictions lets authority figures perfectly
supply information that a person is interested iand, by reinforcing preferred data

streams data cocoonsdevelop as individualQliberty and autonomyare eroded
alongside the possibility of encountering philosophies, products, or news that deviate
from their ateady established preference® This creates anespeciallyproblematic
environmentfor developing critical political awarenebgcausethese cocoons deprive
individuals of contrasting political discourse. Without knowledge of divergent political
discussios surrounding the common ethicgolitical narrativeand discoursethat could

resonate and promote shifts in political positionsdividuals are effectively isolated

from the range of discourse thas aimed ataltering ethicatpolitical norms to reduce

¢ Cass R. Sunstein (2006jotopia: How Many Minds Produce Knowled§&. Hereafter referred to as

:HMMPK

® Cass R. Sunstein (20086)MMPK 75 ¢ 102. This is the precise danger that arises when relying on new
aggregation services, such as Google News, to collect and deliver targeted news that computational
Ff32NAGKYa KIF@S ARSYUGATASR | a WAYGSNBaGAm@ss 2 |y
Personalized news feeds are useful, insofar as they reduce the time individualssgzeodingor news

they are interested in, buthey simultaneously decrease the likelihood of finding topics that are unrelated

to or in contradictionto already demonstrated interests It is new or contradictory attitudes and
philosophies that often spur innovative thinking, whereas persistently rempihe same thoughts and
2LIAYA2Yya RdzZ fa AYRAQGARAzZEfaQ ONARGAOIE FI Odzf GASED
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social injusticeand enhance social cohesidhslavery were still a legitimate practice in
North America and all news provideéo North Americans offeredeasons justifying the
validity of this practice,slavery would be less likely to be abolishedath in an
environment where such cocoons warere challenging to develop and reinforce.
Privacy protects A Y RA @A Rdz £ 3Q f A 6 S NIi.8lEmitihatksithey 2 Y & =
problems and dangers brought on by panogéchnologieshy ensuringhat individuals
can freely associatecommunicate, andargue with one another without feang that
they are either being surveyed capturedand inserted intometiculously crafted data
cocoonsPrivacy is valuable becaugeshields the essential liberties that citizens regu
in order to develop and express both their private and public normative attitudes
attitudes that provide the foundation for the political discourse responsible for

maintaining citizersolidarity.

3 Dominant Analogue Privacy Archetypes

All western natiorstates use some normative framework to establish and evaluate
their privacy laws. &@opean Union (B) member states abide by the EU Privacy
Directive, the United States of America draws ¢ i O2y a A lGdziA2y Qa yI
rights, and presently Canada rkes on the Personal Information Protection and
Electronic Document Act (PIPEDA) to guide and evaluate privacy legislatitmis
section | examine four dominantprivacy archetypesthat inform Western privacy
frameworks and the challengdbat they face in environmentsthat are dominated by
analogue technologiesSpecifically, lexamine (A) the intrusion archetype and its
difficulties in recognizing privacydaches when private utterances are spoken in public;
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(B) the market archetypeand its blindness tthe actual inequalities and discrimination
in capitalist markets(Q the intimacy archetype, whiclprotects personal statements
but not impersonal privatedata; (D) the secrecy archetype, whi@mphasizes the role
of compactsin estaldishing duties that governinformation disclosure$ut that fails to
register privacy violationswhen illegitimately disclosednformation is subsequently
rebroadcast After examining these archetypelsproceed(in section four)to consider
the additionalchallengeshat these archetypes facas records and conversations are

increasingly digitized

(A) The intrusion archetype

The intrusion archetypeestablishes guidelineshat identify and respond to
situationsg KSNB | LISNE2Yy Q& LISNE2Y | { & BtOdabkioh 2y A a
LINE 0§ SOG AYRAGDARdzZ f a QnditNdare teriaikable FeSemblavd@e to2 NJ O 2
WdzR 3 S /ciatadteBzat@rdf privacy as the right to be left alorgindividualscan
expect that there are places, such as their hontbat are free from surveillancelhis
archetype typically identifies public and private spaces thedsubsequent expectation
to privacy) along conservative lines the home and other enclosed persdna
environments are theonly spaces where individuals can expect seclu&iofhis stak
division often contradicts how we perceive what merifgivacy protections¢ when
loversseeka secludedspace in national parks fa private rendezvousthey consider

the space theyuse as private based on the intimacy of ithexchanges Under this

% As a note, it is these divisions thativatize the home that deeply concern feminist critiques of liberal

privacy, as exemplified i€atherinea I OYAyYyy 2y Qa +ylfteaira 2F fAS®NI{ RAA
argues that the stark public/private distinctidacilitatesdomestic violencéowards women and, as such,

should be reformed.
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archetype however,if the private activity or conversation occurs in what is traditionally
identified & | WLId@Xx & O¢ RLF OBl A f ( 2pudiSvied & DitilzZRS R A
overheard, seen, or otherwise observed by othefsg KSNBE WA GQ NBFSNE
action ina public spaceMoreover,this archetypedoes not register grivacy breachn

cases where a public personalgas their norprivate information aggregatedo form a
comprehensive personal dossi@bout thenseles So long asinformation is not

collected in an unreasonably intrusive fashipm. it does not intrude on attempts to

seclude themselvesland what is collected iswot confidentid, then consolidatingthe

LISNE 2y Q& Larad tdorédictNmBuez adlidha doesot register asa violationof

I LISNE2yQa NAIKG (2 LINAGI Oeo

(B) The market archetype

Market efforts to mediate possible privacy breachagenerallyinvolvethe equation
Of LINKA @ O | YR AYRAGARdzZ f 4aQ LINR DlikéjSwellery,T 2 NX | {
hard currency, or land. Under this archetypadividuals should be allowed to sell
elements of their privacy for goods and services just as they exchange personal capit
for goods and service®aniel Solovea law professor who specialized in digital privacy

law, notes that proponents ofthe market N K S golutid8sisist that the market

" Judith Wagner Decew (199/PP 48.

™ Judith Wagner Decew (199/BP 49. Notably in the United States, before Ralph Nader released a report
RIFE'YYAY 3 DSY SNI fhe wad placddtuler SUd/&ilkedy tBeicompany, they tracked all of

his movement in the public, interviewed acquaintances about his political, racial, and sexual views, and
eavesdropped on telephone conversations. When brought before an American court, because the
information collect!® ¢l ay Qi 3IF KSNBR AyiaNHzaA@®Ste yR RARYQG O
saw that under thdntrusion archetype Nader did not have any cause to action. Moreover, in Canada, so

long as the data for these dossiers is gathered from public sga¢e$ Rl G Aa WFF AN I+ YSQo
information is gathered by someongho planted a camera above your backyard fence to watohr
actions in the backyatda 2 f 2y 3 Fa @2dzNJ AYiAYLFGS FOGA2ya I NByQi
legitimate.
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gAftt aF OKAS@S (K ARSIt | Y2dzyd whfermatidah g O&
to a company . . . against the value of the information to the individual and the larger
a20AFE Gl tdzS 2F KIGAy3I (GKS Ay FAUNMLthIA 2y & A
archetype privacy breaches occur when personal information is aatjinireiolation of

national laws that establish the process that market transactions are legjalilyedto

follow. The marketarchetype ignoreshe factthat markets forpersonalinformation will

be biased and inefficienas a result of inequalities of imfmation, resources, and power

between market agentg individuals cannot evaluate the value of their information to
particular corporations or government agencies without a complex understanding of the

0dz2 SNAE Q Y thelr Bitént coricérnindtie>information, and the fareaching
consequences of sellirgvayaspects of their privacy shield. In essence, individagds

unlikely toappropriately evaluate what the fair exchange rate for their privacy @&d

markets are unlikely to educate the public the basis that such education could reduce

profits. Moreover, individuals are often pressured into revealing information about
themselves regardless of their privacy interesthey may beforcedto reveal personal
information before they can receive nessary services, products, or even employment.

As corporate and governmental privacy noticesesently stand they are little more

than sign poststhat alert individuals ofthe policies, much like signs of yore warned
travellersof nearbydragons.Privacynoticesdo not currently offer differing degrees of
AaSNAOS ol aSR 2y likigidudls/ar fo@adinttakdalDar nothiyigi S NI &

Wy S 3 2nsOMhile k2 market archetype may force corporations to adopt flexible

" Daniel J. Solove (200%he Digital Persqrv8.Hereafter referred to aDP
“haOFNJ 1 ® DIFEyR& WNIXP 6 mdpdResisting thelVidtdal Lfd23 ONRA YA Y GA2Yy S { G
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privacy policies that renet different services based on what an individual reveals about
themselvesor face charges of prieixing and mass corporate conspira@dopting

these laws would subjugate the natign(i I G S Qa y 2 NJ aandishiftcivid law| SG f 2
from its constitutionally founded normative claims tmundationsbased on utility. The
uncertainties that this archetype would introduce in private sgaaed its unbalancing

of civic normsmake it a harrowing path to seduag privacy rights, ifa proposed
commercializationof rights would let them continue to6 S G SNX S s ENRA I K (G &
presently understand them) at laWithout a set of normative rights to draw citizens

together, O A (i Adoli8afiy @ould be jeopardized as they were less able to identify
themselves with othe citizens through their shared rights rights would become a
O2YY2RA0G& (KIG ¢SNB Ll2aasSaaSR 2N NBIfAT SR
decisionsrather than acting as a common normative bord the absence of common

rights to guide ethicapolitical discourse, citizens would be less likely to recegoime

another as equal ctegislators of law that was based in commonly asserted norms and,

as a consequence, this archetype would contribute to social and political fragmentation.

(C) The intimacy archetype

The intimacy archetypBl B3 02 Ay AT S& GKI G AYyGAYlFiS®atAy T2 N
GKAOK RN}ga AGa YSEyAy3d T NHENsaichetype Ar&etts Q& f 2
information based onntimate motivations rather thanmanifestbehavious. Unlike the
intrusion archetype, the intimacy archetype protegtrivate utterances in public spase

on the basis thatthe utterances draw theitY S| YAy 3 FNR YTrué &l | ISy

™ Judith Wagner Decew (1991PR 55.
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t NA G O&8 oNBIFOKSa 200dzNJ ¢ KSYy ¢sdugh @ ihgirsax@ah R dzl £ Q
preference, spiritual beliefs, political orientation, or priealreams and aspirationg is
NEZSItSR (2 (G0KS LlJzmftAO0 ¢AldK2dzi G§KS AYRAGDAR
norms that can guide legislation and establish when pgiviaieaches occuiit misses

numerous events we classify as privacy breaches beadafiseuses solely on intimate
expressions and activitiegnformation that doeswotdrawta Y SF yAy 3 FNRY (K.
intimate life, such agank records, credit reportspbd choices, and other minutgethat

people often desire to conceals not classifiedis private under this account. S 2 L) S Qa
behaviour to conceal this information is not enough for it to be deserving of private
ailrddza | OO0O2NRAY 3 (;For anKbelaviourNde Sal dedelSiayithe y 2 NJY &
behaviour must be the consequence of an intimate motivatidBonsequently,

f SaAAatr A2y dzaAy3d GKS AyadAYlFOeé FNOKSGeLSQa
range of information that individuals perceive as g@ml and as deserving privacy
protections. Thigleficiencydisqualifiesthe intimacy archetype from functioning as the

sole archetype to guide lawmakitgcauset would lead to people censor their actions

to avoid having possibldeviant actions and behdours recordedby others and, as a

result, potentially stunt ethicapolitical discourse

(D) The secrecy archetype
tKS aSONXOe I NOKS(GeLlsS aF20dzaSa 2y o0NBIF OKS
dzy 6| y i SR "Lldzdef thi®archeétype when private ifiormation is publicly

disclosed in violation of shared trust, or causes an individual to experience shame, or

"® Daniel J. Solove (2008, 43.
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makes private matters public without legally acceptable justificgtiarclear privacy
violation has occurredrhis archetype registensrivacy beachesvhenl  LINA @F 6§ S OA G
2NJ LJzof A O LISNA 2y | Iédidfornat®io Abdeé thenythaticduld hey G RS F
damaging to their reputatiofis acquiredg acquisition is all that is required for a breach
to occur, additional disclosure is not requitddoreover, when individuals must disclose
their private information before gaining access to required serviésis model could
characterize such revelations as unwanted publicity of personal informafios. would
act as a normative ground for dismisg company privacy fiats this archetypewould
require such contracts to involve genuine negotiatiio be legitimate claiming¥ K S N3
G§KSNBE 065 RNJI 3216 &aacity fo reprasént tBeyretazifitibn of privacy
policies would enable the sésrO& | NOKSGeLlS (G2 NBFItATS GKS
privacy norms, insofar as this archetype qanvide grounds to punish market agents
that require unmitigated personal disclosure befodelivering essential services.
Futher, this model adopts the it Y O& | NOKS (i@ LlSQa Yz2ald LI2aA/
avoiding its drawbacks becauie initial publication of private informatiofi.e. making
others aware of the actionghat had occurredbetween private individuajswould be
characterized as privadgreeches, as would be the collection of banking, health, or
employment information unlessthe individuals had expres$y consenéd to the
disclosure and collectioof these latter types of informatian

The difficulty before the secrecy archetype is thatwhile it recognizes initial

breaches of confidentiality it does not recognize rebroadcasgs of illegitimately

"® Servicexcould include shelter, food, employment, bank accounts, travel tickets, mortgages, enrolment
in educational institutions, et cetera.
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revealed informatioras similarly damagin. We expect to have a measure of privacy

when purchasing condoms, haemorrhoid medication, or peasdrygiene productg

the pharmacist is not expected to rebroadcastr qaurchases, and we may be deeply
embarrased andor shamal if the pharmacistdid. By rebroadcasting our personal
information, the LIJKI NXI OA & i g2dzf R Kl @S oNBIitOKSR
confidentiality. Unfortunately, by making mymedical conditiona matter of public
record,a separate and uniquéreachis not recordedf a customemwho overheard the
pharmacistproceeds to thenpublicly rebroadcastmy ailment. Moreoverthe secrecy
archetype cannot reliablyprovide guidelineshat candistinguishbetween my desire to

keep my purchases secret from some people and not from othevsi Q& L2 aaAof S
gyl Yé aAAIYATAOFIYG 20KSNJ G2 ((y2¢ GKFIG LQC
my orthodox Catholic employer to knowK I & L QY | OG A ydseplpted i NI NEB
religiousbeliefs What the secrecy archetype highlights is that we want to be able to
control the flow of our informatiorand limit its use towvays that we approve of. Wi

this archetypedoesestablish normsonfirming that individuals ought to be the original

Wwner of their privacy it does not provide guidelines capable aflequately

distinguishing betweenlegitimate and illegitimate public diosures of private

information and, as such, misses a core element of the socialized role of privacy.

4 Digitization and Its Effects
Westernnations arecurrently in the midst of an information revolutionAs fibre

optic cables are spun likgpider webs there is @ accompanyingmpetus to transform

" Daniel J. Solove (200BP, 1445.
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past records, pictures, conversations, and media broadcasts into digital fosndtsat
they can be easilgearched, modified, synthesized, atrdnsferred alongsideother
digitized media Thisprocess ofdigitization, or translatiorof information to computer
readable formats, is leading tincredible gains inspeed and flexibility of data
transmissionand analysisUsing digital networksit is possible to send a packet of a
voiceconversationalonga fibre-optic cable, followed by packet holdingeveral pixels
of a digital picture, followed bynother packet carryingharacters inan email, and
followed by another packet of the same voice conversation. Digitizing information
increases therealizable efficiencies from fibreoptic networks ¢ whereas cabled
networks were once limited taistributing a single type of communication media
networks are now simultaneouslinstant message, video, and pictuidistribution
networks.

Most citizens leave digital breadcrumbs thesin beused b trace their routine
activities When paying for bread with a credit or debit card, the transaction is recorded
by a major finanial institution. When paying a bill, either late or on time, the record of
payment is entered into a digital database holdimjormation on millions of other
customers. When returning a census to the government, all of the information is then
inserted into government databases to determine citizen preferences, compaosition
and values.When travelling with acell phone the assaiated mobile company can
record where their customers go and the durations spent at each locatmtividually
the informationfrom discrete transactions or transit dat is not terribly valuable but

as data aggregators acquieevast swath of information about a wide rangepafople
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and their activities, thegevelop aconsiderableredictiveability. Aggregated databases
are perhapswell understoodasdigitizedSeurat paintings; while individual dots may not
be revealing after they are juxtaposed against one anothdéney present acohesive
image Knowing that you drink Pep£d2 f I NJ} 0 KSNJ GKIy t NSBAARSYyI
Hilfiger shoes and shirts over Campus Crew products, and dominpuatishase high
grade liquors arenealy uselesstidbits of information when independent of one
another, butwhen they are accumulated it becomes possible to captureJS 2 LI S Q&
expressions of their identitthrough the products that they purchase. While we are not
the products that we purchaseye do exhibit ourselves through therthis information
can assist data collectors launch moedfective marketing campaigns because
aggregated data can make peoplelnerable to marketing campaigns that target
individuals with the accuracy of smdrbmbs

Digitaldossiersare files that holdA y R A @digridet! infarfation Individuals may
only be partially capturedin their dossiers becausaeany important facets ofheir lives
are not, and perhaps cannot, be easily entered into a@gorithmicallysearchable
database. While it is possible to categoritee religious denomination a person
identifies with, thereasonamotivating that identification andheir critical evaluations of
0 KS RSy 2 Yeachings ar2mpor@ &challenging to captureGiven he (present)
challenges to collectinthis uniquely identifiable contextualized informatipmdividuals
are often classifiedccording tostandardizedbiographies or categoriethat ared 6 I & SR

on stereotypesabout their values, lifestyle, and purchasirg b A ’fiTaedé biographies

8 Daniel J. Solove (2008 46.
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are reductive, unauthorized, arafe at best only partially truet S2 L SQa RAIAGI €
routinely possess false informati@when amarketeraccidentally entersin extra letter
Ay LIS NEhatyedd isoffdn Yréhscibed across the entire databasand any
that it cascades information toNhile whether or noAdidas spells your name correctly
on marketing informations a trivial matter for most people, when yo8ocialnsurance
Number is mistakenly entered &®ingthat of a convicted rapist, the mattetan be of
grave importanceAs an examplef you were incorrectly identified as a rapisome
localitieswould distribute your namethroughout thecommunity, alertingts members
that a sexuapredator was in theimidst Evenif the problemwasremedied (assuming
that the persondiscovered the mischaracterizatipndatabase errors areommonly
pervasive and regenerativgfixing anincorrect recordmay only temporaity resolve the
problem;a master databasenay impose its (incorrect) information over the corrected
information days, weeks, or months lateand provoke the same problems that
prompted fixing the record in the first placaVithout knowing the relationships
between databasesit can be challenging if not impossible to confidenly correct
databaseerrors. As digitaldossiersand computer algorithmsre increasingly used to
automate decisiormakingabout andfor us the errorsin our dossierswill likely only
escalate in frequency and magnitude.

The easeof generating and populatinghese databases must also be noted.
Whereasin previous eras it wasxtremelytime consumingo gathervast quantities of
information from a diverse set of sourcescause oNJ O 2sNdfaiafd technological

distribution, their digitizationsimplifies the process of importing data into these giant
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databasesData exchanges amow incrediblycommort, corporations generate massive
superdatabases from the dataheir subsidiary businessesollect andthen petition
governmensto accessensus datawhich they correlate with their databases to further
develop their dossiers on individuals without the individuals ever realizing or consenting
to the aggregatin. As Oscar H. Gandy Jr. notes when evaluating corpor@ionk d@oA f A { &
leverage massive amounts of client information,

Telecommunications firms like AT&T that are also in the business of granting

credit, and which perhaps will soon be in the business of providing information

and entertainment through subsidiaries or partnershi will have a distinct

advantage over smaller entities in fewer lines of business. That is, credit

information, and the information derived frormumerous transactions, is

available to the multiproduct firm at a far lower cost than it might be acepl

(if at all) by competitors. Most of my concerns, however, are not focused on the

market or society, but on the consequences for individuals. . . at its best the

panoptic sort is guided by a utilitarian, rather than an ethical standard . . .

In addition b lowered costs of implementation,aggregating content in
contemporary digital databasess less obviously invasive thanprior analogue
aggregation technigues ¢ KS | yAUGSR {GlFGSQa blaAazylrt {
demonstratedthe ease ofcovertly suveying the digital communications ofmassive

numbers of people. Whereasuly masssurveillance woulchave historicallyrequired

agentsto listen to every phoneonversationthat took place open each piece of mail

" Oscar H. Gandy Jr. (1995) "It's Discriminat®inpid!", Resisting the Virtual Lifd1
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and monitor each photo and audio recongj, the NSApresently justcopiesall the
digital informationthat pas®s through major American telecommunications network
hubs through their owncomputer systems.With the data onthe NSA systems,
sophisticated computealgorithmscan be used todetermine what conversations should
be investigateal for being related to domestic and foreign terroristhThose subject to
the surveillancgwhich, given the distributed and networked structure of the Internet
alongside with the amount ofnternet traffic flowing through major American data
hubs, likely means that asignificant portion ofworld digital communicationsre being
subject to this surveillandere none the wiserg hadli KS b { | Q Bot becd indd@ A G A S a
publicby a whistleblowerthe Americanspy agency would havevenfewer restrictions
on their surveillance than they do today. Given the ability to engageiimeillance and
data collection without the surveyed ever ing aware of the surveillancewe can
understand howdigital surveillance sigficantly diffels from its analogue predecessors
both in scope andecrecy

In light ofthe digitizationof information the easy aggregation afigitalrecords and
ease of mass surveillande the digital era where thesurveyednever realie they are
being scrutinizedwe should return to the privacy archetyp&®m the previous section
to evaluate whether their guiding metricscan effectively protect individuals from
illegitimatedigital surveillance Can theyeffectivelyguide lawmakingn the digital era so
that citizens inWestern nationstates can maintain their traditionally realized rights to

privacywhilst using digital systerm?df they cannot (as | will argue is the caseg will

Owely {Ay3St -otu2nnEN) hackziksh abiffes { LI w22Y5Sé
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have to find an alternate privacy archetype if we &oesecure privacy rights and free

speech in the digital millennium.

(A) The intrusion archetype

Recall that if information is not collected in an unreasonably intrusive fashion and
what is collected is not confidential in naturdghe collecton does not violate the
AYUNHzaA2Y | NOKS (@ LaBddprivady Nogdclis regisieredsibavinG t A vy S &
occurred Much of the data that is digitally collected is either giverwillingly by
individuals to data collectorsr is secretly collected usingither cookies or by harvesting
information frompublic records Cookies are small computer files that are automatically
downloaded ontomost computerswhen visiting websites.They can benefit end users
by remembering personalized settings for websites they have viditetthey can also
log the sites that their computer visits and, in some cases, the amount of time spent on
each site.This information is usefub data collectors because it provig@sight into
particularonline and offlineinterests,and thisinformation could potentiallybe used to
shameindividualswere the informationmadepublic for example, aelibatemonkwho
wasfound spending extensive periods of time on Internet datingssitégght experience
considerable shame for actually, or nearly, bregktheir vowsif the informationwas
disclose. Despite the possibility of shame, because tudlectedA Y F2 NXY | G A2y A
O2YyFTARSYUALFE o0A0Qa y2 Y2NB Ay QI air@é&s GKIy
formed using the intrusion archetype woultheed to establish that cookies and
AyaSyiarazylrtte AyLdzidAy3d LISNE2ylIffeé EKERSYGAT
TKAAd R2SayQi aSSY {2 hdwyhess fiofnt Odve @eh appled iy & € | G .
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analogue situations where intrusion isidentified as being overt and/orevidently
harmful. While appropriate translationsof laws and normative archetypemvolve
abstractlyaccommodating thie norms they must also rmain consistent withthe basic
structure of prior laws. Judges atgesitant to make jugments that appear to be
political and, as a resylit is likely that they willdéincreasingly defer to the political
branches: If the judgements are policy, they will be left to policy makers, not jufijes
For the political branch to establish competgmtlicies they must have their decisions
guided by privacy norms that simultaneously appreciate the challenges of digital
environments and thé S 3 A AdorstiiufioNal istories. The intrusion archetype lacks
this comprehensivenvironment and politicahwareness and,sasuch, is unsuitable to

actasthég S 3 A aduitelfa? piiBacy legislation concerned with digital spaces.

(B) The market archetype

¢CKS YIN]SG I NO&sse dightghed wides tuinifgSté the Internet
and A Yy T 2 NI digitizagoyf @/ébsites that people must visit their daily livesare
littered with privacy agreements thanust be agreed to before gaining access to the

a A0S Qa . B asinhphlifesbankingecommercewebsites or bookng health

QX

appointments online, a personmust first accept theg S6 A A0S Qa o6l yR Al
Ay &l A Gpiziady Dofi€@ATD use a VISA MasterCardin economic transactions
individualsmust allow their purchases and credit information tee subject tointense
algorithmic analyss. Receiving ajob often depends p a criminal background check,

GKAOK RN}Iga 2y LR{tAOS RIGlIolFIAaASAa (2. RSOSSN

8 Lawrence Lessig (2006)/2 317.
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Accessing corporate or NGO email accounts reqgikeng network administrators

access tooftentimes privatemessagesin all of these case#dividualsmust accept
institutionsCprivacy policyto receive serviceand, consequently, musiake themselves
vulnerable tothe possibility ofbeingincorrectly categorized im O 2 f f Sd@ébassX) a
Thisvulnerabilityis significant becauseigital recordscommonly holdinaccuracieghat

Oty fSIFR (2 RA&ONA YA yadlLIS\Nw@ediyaquedbighttbé Qa R
denied, someone might be given priority seating on a plars the expense of other

LIS 2 LX S QtdhecadgeotharKéquent flying preferences, dmore seriouslyjhey

might be denied employment for beingcorrectly labelled a rapisiVithout the ability

to inspect theirdatabase recordor even the abilityto selectively choose services based

on a willingness to accept portions of privacy agreenssnt G KS YI NJ SG I NO
suggestion that privacys simply another commoditydemonstrates its failureto

recognize the divergence in power relationships between consumers and corporations.

Until consumes can retain(at leas) a provisional role in how their data is usdetiing

them personally oversee and safegudheir informational privacy)they should not be

expected to forfeit theirconstitutionally establishegrivacyrights ¢ market proponents

must provide anargumentfor how they wouldavoid social injusticestemming from

power inequalitiesand knowledge discrepancie#oreover, their argument would have

to address the normative (rather than empirical) reasons ¥dry citizens should

abandon discursively generated privacy norms for the NJ| Sréat€y& norms. Until

market proponents adequatelarticulate an argument that responds to thesiticism,

62



their model should be viewed with suspicion by those immersed in diggtal

revolution.

(C) The intimacy archetype

The intimacyarchetype is remarkable because, were its norms used to guide digital
lawmaking,it would oppose theaccumulation ofmost voice conversations and emails
on the basis that the contertouldbe assumed to be intimat® with the onus on the
data collector to prove otherwise in a court of law befagyainingaccess to message
content. Thislegally imposed limitationwould preclude the mining of personal
information from instant messagconversabns and limit Voice over Internet Protocol
(VolP)chats from being admitted intodatabases on the basis that surveyitigese
conversationsntrudes on intimate activity that draws its meanirig thel ISy 1 Qa 2 @
liking, or care. This said, intimate infmation or activity under this definitiodoesnot
include information about bank recordt)e news sites a person visiand the stories
that they read, or the recipes theysearch for While this archetyp@ a Yy ®oN &
protect clearly privateconversationsyhich arguablyare the richestsources of personal
information, this model would not register privacy breaches when marketers collected
vast sums of notintimate information thatcould be used t@reate a digital composite
of an individual Again, vihile atomistically what personbuys, reads, and listers to are
not terribly helpful indecoding their habitsas theinformationis aggregated to develop

complex digital dossier it is possible totarget individualswith questiors that they

8 Warshak vs. United Stateés" Cir. June 18, 2007)indeed, the United States"6circuit judicial court

has determined that the content of email can only be searched with a warrant, based on a reasonable
SELISOGLFGAZY (2 LINAGI Oes (K2dAK fl g SyF2NDOSYSyd A&
transit path.
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shoud (according to their profiles) be willing to answamd increa® the accuracy of

the dossierQdatabaseg | yR | f 32NAGKYAaQ LINBRAOUGADS LR
GKS NIYy3aS 2F WAYOGAYIFI OGS AYyTF2NXIGA2YQofi2 Sal
registering the challenges to privaeyising with the digitization of informatigng in

effect redeveloping, rather than translating,dzNJ dzy RSNBR (122 R R&6WeA YA (A 2
can set this model asida@ue to its inabilityto comprehensivelyentrench privacy rights

in the digital era.

(D) The secrecy archetype

l'a ¢S NBOFfts GKS aSONBO& I NODKSGe&LlsS af72C
NB LIz GA2YyZ | YR Szyndér yhis SuRkhetyipgdzanf xisclosure dog
AYRAGARdzZE £ 3aQ tKRANIADA Z { | R BSHRbvadyrEGeenahtdNdoidS a Q
f SAAGAYAT S AYRA DA R dMdreaver, ifthd @stldsyreesuite8 mant NS O 2
individual) &putation being injured, such asf their children or ceworkers leared
about previous legal indisetions, legal avenuesould be legitimizedto rectify the
breach Finallyjf the information in the databaseasmade publiand subsequentljed
tol LIS NA 2 y Q deintldsjludettihis Grahdtype would register a privacy breach
and justify legal responses

While the secrecy archetype is best suitknt mitigating privacy violationsf the
four archetypes examined thus fats underlying premise that data aggregators even
remotely want their data made publimistakesthe intended use ofmostdigital dossiers

or databaseslInformation in these mammoth data compilationsis intended to remain

8 Daniel J. Gove (2004DP 43.
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secret¢ databasesafford corporations and governments a (relativeti@ep andsecret
degree of insight into &rge bodyof individuals)etting data collectorsraft policies and
campaigns thatire strategicallycalculatedii 2 NB a2yl S A 0K AYRAOGAR
The value of maintainingrivate databasesmerges from the particular insights that are
presentedii K N2 dza K (i K S ¢ rRazkat dofc&iNisttatdrdoliedtors with strong
interests to keep their databases secluded from public ligatause their publicity
would reduce competitive advantages that arise with the accumulation of vast amounts
of data As a result, public disdare of the information is a deviation from preferred
business practiceg while it is important to recognize that these deviations do
sometimes occurand that restitution is deserved when these breaches ocdurs
perhaps more valuable to focus and régpe how the information is typically used.

In addition to missing the core purpose of databaske,secrecy archetype does not
address the issue thdt y A Yy R ke@ukatodztolildba accidentally harmedf their
record were seerby a personwho personally knew the individual. Most databases
captureonly raw statistics and values withoyrovidingany texture which may cause
someone readin@ digital dossier tarrive atmisleading conclusions abottie people
associated with these dossieBatabases may not, for exampldentify why a persois
on a sex offenders list: inight be that a woman displayed her breasts during a
particular political protestand wasconvicted by a particularly conservative district
attorney for being a threat tahe publicgood, which led to a harsh punishment amelr
placement on a sex offender liskhe presentation of this informatioto an associat®f

the offenderdoesnot constituteharmA y 3 K S répaitaiGhyassiidy at the
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list is already publiclyaccessiblg the dossier has only compressed the information
available in public databases, rather than distorting the truth and using &lémderous
purposes.

Individuals aretypicallyLJ2 6 SNI S&a & G2 | RB theilfileg the sexNJ Wi SE
offender is unlikely to be able to add an explanatifux why she is classified as an
offender. Thistextured information could severely reshape the sydold by particular
data entries but it is challenging tomake textured informationmachinereadable
which prevens I f 32 NAGKYA FTNRBY STFFSOUPEBpsémost yI £ &1
significantly, many of the digital records that are generatsbut individuals are
created without their ever knowing. With the example of the NSApying actions in
mind, breecles of confidentiality are unlikelycollectors actively try to keep their
databases private)publicityis unlikely because it wouldecrease the value of the data
(imposing markepressures to keep this data out of the public eyahd injuries to
reputations are only as likely asis that uniquely identifiablepersonalinformation is
publicized Thus, while the secrecy archetypan normatively identify privacy breaches
that arise with thedisclosureof personal informationjt fails to wholly recogniz¢he
challengeghat arise as data is aggregated, secret profiles created, and information in
compressed to be made machineadable.

Lastly, but importantly,someone must be accountable when there is a privacy
breach stemming from a digital data collexti¢ it must be possible to identifwho is
responsible for the breacim orderto apply coerciorg and this archetype struggles with

the fact that privacy breaches occur beyond the initial broadcasting of personal
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information. Even when individuals can béeld accountable, punishment cannot

reverse the harm already experiencatfhile this was true even in analogue situations,

in digital environments where data transmissions can be sent to millionscgdientsat

the click of a butonA & A& ySFENIe& AYLRaaraoftS G2 WLz
dissemination of private data. At its besghe secrecy archetype demands personal
accountability for safeguarding databases and requires punishments for those
responsible for privacy violationbut it does notinherently recognize the subsequent

harms from retransmission of personal information as privacy breaches themselves. This
failure occursbecause the secondary breaches are just transmissions of publicly held
information ¢ while harmsmight result from the widening transmission of information,

the secondary transmitters (so long as they cannot be seen to have a confidentiality
agreement with the individual whose information they apblicizing cannot be
normatively identified as violatingd KS A Y RA @A RQ@dr fp@sent digidl &1 O& &
environment is becomingKafkasque where the bureaucratic process is careless,
unconcerned, and dehumanizimg its reduction ofpeople to numbers thapeoplehave

little role in legitimizing orconsciouslyshaping.With the challenges presented hife

rapid development ofdigital dossies in mind we will proceedto investigate the
relationship between privacy, discourse, and politiaad cometo realize that it is

important to establish a newprivacy archegpe if we are to preservethe citizen

solidaritypresently foundn Westernsocieties.
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5 The Political Impetus for a Digital Privacy Archetype

Nation-states develop theimodes of political associatioon the basis ofliscursive
citizensolidarity that is oriented aroundhared participatiorin lawmaking As a result,
nation-states must deeply embedfree-speech in their constitutionbecausecitizens
must be free to express their opinions, concerns, and arguments inptbeess of
forming law so as to see themselves as both the authors and addressees dY/an.
citizens can speak with one another on the basis of their shared rititeg begin to
recognizeSI OK 2 4 KSNE Q iR thdpfdcess of iefitRyingddnwodzSg to
resolvecommon problemghat transcend theiparticularlocalities Theirmutual appeal
to shared rightoperatesas afield to delimit, and subsequently identifyust course of
action in particular situationsin the process of exercisinfyjee and openpolitical
discoursethat is framed by the constitution thegenerateconstitutionalpatriotism and
citizen solidarity. Whemble tocommunicate with one anothewithout fearingfederal,
state, municipal, or private oversight ofntimate, confidential, or secluded
conversationscitizensempower themselves through their legislatorsdiscuss matters
of politics, laws, sexuality, religion, and justice with their fellow citizétssa result of
R A & O 2 cadl $of2id maintaining a fundbning deliberative democracy, especially
given the growing pluralism andgrowing potential for intended and accidental
discrimination as the majority social culture conflicts with minority cultures is
incredibly important that all citizens carraise heir voicesto challengeany and all
perceiveddiscrimination.If nation-states areto genuinely embrace the principle of free

discoursethat is necessaryfor their continued political stability and citizesolidarity,
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where any member ofociety carhavea role in shapinghe ethicatpolitical discourse
allmembers of the societynust besubstantively capable apeakngopenly.

In an environment where individuals cannot be certain thatheir private
conversations will remaimprivate, they are less likely to engage in contentious issues,
associate with deviant group®r visit areas of political contestation. Their sense of
shame, or fear of being shamed, inhdtiteir actions, actions that if takecould leadto
significant personaldiscoveres that could transform their attitudes and affect the
strength andcompositionof the discourse that theysubsequentlyparticipate in. For
Habermasthis potential seHcensoring stemming from the possibility of experiencing
public shamingneans hat the lifeworld, the environment where individuals gather to
communicate with one another and reach mutual consensus cweatested issuess
endangered. Withoutcertainty that the rules of discourse, especialtiie rule that
coercionwill not to be depoyed against participants, are being approximateitizens
are less likely toopenly participate in the discourse responsible for framing their
prospective lifeprojects. Fearing the consequences of appearing as a social deviant,
citizers turn to norrindusive discussions that are either held in extreme secreahat
stridently adopt public norms and resist nordeviating contributiondrom taking hold
in ongoing discourseWithout a full range of discourséhe ethicalpolitical narrative
failsto account for the fulrange ofsocialdiversity, leadingcitizens todecreasingly feel
or experience themselves dsy @2t SR Ay (i KUpable to sefofnizé thea A & € | (
O2y aialdzi A2 yLQadi fre® 8pNdsh ahdNikclisvity Libfe $egal and plitical

domairs, citizens perceive themselves agere subjectof, rather thanequal discursive
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participants in the nationstate. Asfree speechthe lifeblood of the democratic natien
state, is replaced with the possibility oéll-encompassingsurveillance the central
principle of democracy itsethayslip away

In light of the grim challengesaccompanying thedigital millennium, most
importantly the possibility ofmassve, unsanctionedaggregatios of personal dataand
a subsequent chilling of free andpen discoursgit almost seems as thougtitizens
might be best served byorkingto desperatdy slow, reverse, obanishaltogetherthe
digital communicationgechnologiesresponsible for this possible denigration of free
speechandto WNB i dzZNy (G2 GKS 3I22R 2f R Rlpréviogly 2 F | y |
asserted privacy archetypes couldSF¥F SO0 A @St & ctoaMBubiSidis ADAGAT S
Judith Wagner Decew arldawrence_essigooth insist however, there is no reason why
technologcal achitecture cannot be modified to preserve our longtanding
traditions®* Adaptations can take the form of fundamentally restructuring the
technology itself (as Lawrence Lessig suggests, and will be discussedrlagshaping
the norms andlaws that guide the exercise and implementation afigital technology
(which | will later suggest is the bestay to approach this issue)Before evaluaing
these solutions, | want to briefly focus on why digital communications offer hope for
extending the scope, rangend potency of citizersolidarity ¢ | want to reveal the
positive political applications of digitization.

Thefeatures of digital communications, from their low costs of data transfer and

translation, to their easy storageand universal underlying languaye, provide the

8 Judith Wagner Decew (199TPP 161 and Lessig (2006)/2
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possibility for citizens to conneeind communicatevith one another as never before.
Not only can Canadians on opposite sides of the nation to talk with one another
affordably as a result of the lattice of digital networlssirrounding them Canadians
have the advantage dfeing able tocommunicae rapidly with one another and retain
referential documents so that they can develop vibradiscourseswhere new
participants can learn what has been said before their entry aad challenge the
validity of assertedOf  AYda @gAGK2dzi f2aAy3 (MoBeov&®A & O2 dzN.
digital communications andthe generation of conversationalrecords can happen
without hours of transcription; mdern instant messaging andmail technobgiesare
adapted for instantaneous transcription to text, speech, or imagese communicative
systemshave the added advantage of not discriminating against the deaf, blind, or
mute; digital technologies can dralstoricallydisadvantaged members of ety into
the ethicatpolitical discourses equal participantdMoreover, Internet forums and chat
siteslet people test their arguments with citizens amadlensalike, few of whom have
met faceto-face andwith whom they would have been unlikely teave sharedin
discourse without digital communicationsThese discourses caextend citizen€)
awareness of the range of pluralistic attitudes and arguments that pervade the nation
state. The possibility of extending the range, depth, and quality of discouese
theoretically increasas more and more peopleanenter online environments

Further, because digital networks aiateroperableand lack aingle point of control
people can discuss taboo topics even when governmesrtorporationsattempt to

censor discourseL Y LN} yQa OFasSz GKS 3I20SNYyYSyid KI &

71



from accessing social netwarlsuch as orkft becausediscussion®n these networks
conflict with ethical codes surrounding Islamic dating and relationshgesoDespite
GKS LNIXYYAlLY 3J20SNYYSydQa oSad | (6osiarLliaz
networking siteci KS 32 SNy YSy (i Qa |GGSYLia G2 of 207
around. Similarly, Chinese citizens have developed wagsrofersing with eeh other
about state-declaredtaboo or illegal topicdy bypassingi KS WDNBF G CANBgI f €
digital contentfiltering system thatcensos discussions and prevestcitizens from
disseminatingr receivingtinbalancin@ 2 NJ W andzds@h8 iNtEmagos. Q

While there aretechnologicaways of avoiding digital blockades amdkingspeech
anonymous tobypass governmermt and corporate censors, it cannot be assumed that
all citizens will have either the technical knowledge or confidence to uskese
electronic countermeasuresespecially wherthe price for failure can include torture,
imprisonment public shaming, or deathThus, it must be noted that whildigital
networks technicallyenable citizens to communicate without relyingon a central
switchboard which canreduce the likelihood that citizens can be prevented from
talking to one anotherthe technicapossibilitiesof evasion are not adequate resporsse
to systemidegal or social injustices.

In addition a transparent communications heork that citizens trusto not survey
their digital actions and wordsould leadto bridging the divide between domestic and
foreign spheres of political actiorDigital networks make ipossible toaffordablylearn

what issues are affecting individuals other countries giving Canadians citizefr

% orkut is a social networking service that is increasingly popular in South Araedcthe Middle East
especiallyBrsh f @ ¢ KS ASNBAOSQa yIYS Aa y20 OFLAGEFEAT SR
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example, insight into how Canadian foreign polggletrimentallyor positively affecting
the NepaleseCanadiangan becomeaware ofhow theh NJ 3 2 @ SpelificalSgfiona Q
affect othersin the world by speaking with those others rather than depending on
corporate nevs reports or depersonalized government reports;a global
communications network that can be trusted to not survey individQailgitizedactions
and expressions can facilitate awarenessti®® commonalities betweertitizens of
differing nation-states and allow citizens to craft ways of collaboratively exercising
influence over their governments to remedy commonly experienced injustitass
transparencybetween the actions of domestic decisins and their consequencesn
foreign nationswill likelyimprove as projects such as the One Laptegr Child (OLPC)
initiative are spearheaded across the world. OLPC is ards8&€d program thadimsto
put electronicsnotebooks in the hands of childrathroughout the developing world.
These notebooksanautonomously create digital networks thab not, on their own,
censor speech and can offer children a chance to communicate with the larger ®orld.
long as one computer irthe autonomous network hasnfernet access all the
computers it is associated with can send and receive instant messages andnéimail
people around the world. With the ability to hear the situatiamof children in Kenya,
Ethiopia northernBrazi| and other areas of the globe thate persistentlyaffected by
Western actiongit becomes increasinglyossible for citizens, once awaoé how their
A2BSNYYSyYy (i Qa RS OQtondtigate their lgdvdirnenis to2adoitpolidies
that are sensitive tothe areas of the worldthat domestic policies affectDigital

networks offer the possibility of extendinthe definition of domesticbeyond the
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borders of the natiorstate to include tioseaffectS R 6& (KS ZaddwhcSQa | O

reside inforeign countries; these networksopen a spae to start asubstantivedebate

about the possibilities of conjoinirdpmestic and foreign politidg’ G 2 WL}R2 f A G A 0& Q
In light of the positivepossibilitiesthat digital communications offer, in addition to

their increasing prevalence in our daily Byé is critical that we develop a privacy

archetype that shields us from unwanted public intrusion on our private lives and

actions.With this goal in mindwe turn to archetyps that are intended toconfront

some of the challenges to commugative privacy hat have arisenin the digital

millenniumand that are intended t@nce again secure spaces whetate-level, citizen

solidarity can develomlongside wider international discoursélltimately, | propose

that my ownreciprocal archetype of information rpensibility provides a normative

framework that canmitigate the challenges that arise alongside thmossibiliyy of

unobtrusively surveyingdigital communications.By securing communications from

undue oversight and coerciod A i Adis@issidelp generated solidaritan continue to

thrive while simultaneouslyshielding the lifeworld from the discoursestunting

influences of coercion and shaming that arise with the possibility of comprehensive

public surveillance
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CHAPTER THREEz DIGITAL PRIVACY ARCHETYPEASND CITIZEN

SOLIDARITY

In light of the difficulties that analogueprivacy archetypegxperience when thrust
into digital environments, we turn to contemporary proposals th#empt to address
the challenges thaftarise wth digitizing communicative mediums. Technologists have
developed two especiallprominent ways of alleviating privacy breaches in digital
environments. The firsasserts thatabstracted laws ought to be created that influence
the design ofO2 Y LJdzi SNJ O2RS>Y gKAOK Oly GKSyYy 0S5
communicative privacy The other proposes that computers be programmed to
automatically forget, that isdelete, information after specified periods of time.
Unfortunately, these responses wigludistance citizens from the process of lawmaking
and their cultural historiesywhichleawesthesetechnologis& floposalsas unsuitable for
securing citizens privacy in digital environmed@s\ @Sy  @aditiohd &yghdcatic
and cultural valuesin light of i S OK y 2 tieicieiciegil Anfoduce the reciprocal
archetype of informational privacy, whicbffers discursive possibilitieghat can
theoretically shield digital communications from illegitimate surveillance ead be
used tofacilitate pubic discourseThisarchetype has thdenefitsof contributing to the
development and expansion discursively realizedivicsolidarity, aswell aspresering
the viability of the Habermasiapolitical project in the digital era Specifically,by
protecting digital communicationdrom surveillance the Habermasian lifeworlds
shielded fromcolonizationbecause its discursive structuresll resist being stunted by

coerdon or surveillancehat citizenshave not themselvespprowed. Ultimately, after
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shieldingcitizeng€xommunicative and informational privacy at a national leedizens
can safdy communicate witheach other and other members of the digitata to

develop and maintaitheir discursivéy groundedcitizen-solidarity.

1 Building Towards a Privacy Archetype for a Digital Era

While it has been made evident that past privacy archetypes are not wholly
satisfactory for protecting citize@¥privacy in digitalera, it does not followthat an
archetype for this new erahould ignorepast archetyp& Q &  MJhy¢ Arocé&sa of
avoidng ther RSTFAOASYOASad . ST2NBE T ROFIYyOAyYHHR (2
suggested resolutions tdhe challenges arisg in digital landscapesthe privacy
challengespast models overcame and failed to meate summarized teestablish a
criteriathat subsequent privacy archetypeanbe evaluatecagainst

Turningfirst to the intrusion archetypeit is concerned with how informatioris
collected ¢ information cannot be collectedin a manner thatintrudeson A Y RA @A Rdzl f &
accessibility privagyr on their ability to exercise autonomy or libertg. KA & | NOKS G & L
focus on accessibility privacy prava problem in the digital erdbecauseinformation
collection is rarely intrusive, information is carefully and gietly gathered, usually
without disturbing citizens This archetype reveslthe clear need for digital privacy
archetypego be sensitive to no#intrusive violations of personal privacy.

The market archetypesuggess that, after commoditizing informationindividuals
can protect their privacy accoidg to their rational selfinterested market desireslit
assume that all individualsare equals and discoustpower inequalities between
individuals and theisupposednformation ¥ LJ- NJIA¢ & dbEsendare of its focus on
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monetizing privacy, this archetygailsii 2 NBF ft AT S GKFGd Odza G2 YSNAC
plays a central rolen how theydevelop their value structures and life projectshese
are externalites to the market project, which focuses orlyy (G KS  WLINE LIS
understanding of privacy and personal informatighnewly formed privacy archetype
ought to address the issue of commoditizing privacy and recognize that an unduly
burdensome set of norms will be challenging, if not impossible, to gindestrategic
practice of lawmakinghat must balance the preservation afonstitutional norms
alongsideli KS Y I NJ S ohe staehishtdltolfe€ daxedh@t are sufficientto
maintain theits normativelydrivenwelfare programs

The intimacy archgipe expressesiormsthat shieldA Y RA A Rdzl £ aQ Ay (A Y
from surveillanceg though an action may occur in publitis not necessarilynotivated
by public attitudes and, asa result, this archetype can register privacy bresxivhen
recording privateexchangesin public spacesUnfortunately, while thisk NOK S & LIS Qa
norms protect the privacy of online conversatigpitsloesnot extendsimilar protections
to digitizedbanking, tax, or property records. This archetype demonsgthat privacy
norms @n shield digital conversations from electronic oversight, as welbastifying
the importance offocusng on the compilations ohon-intimate data thatare used to
constructpersonaly identifiableprofiles.

The secrecyarchetyperega 0 SNE LINRA @ O& 0 NB lcahfidSrdial ¢ K Sy
information is publiclydisclosed At issue, however, is that such disclosuaes failures
on the part of data collectors to protect their own intapital resources; these

disclosures are exception® the rule of secrecy. Further, this archetype does not
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Ay Of dzZRS GKS ySSR T2NJ AYyRA@GA Rz f hictileavesd S
individualsvulnerable to incorrect or misleading characterizations of their personal and
public lives Additionally, it does not recognize additional privacy breaches when
illegitimately publicized private information is subsequently rebroadcdstus, this
archetyperevealsthe need to appreciatéhe reality ofdata aggregationas well aghe
need for ndividuals tohave somecontrol over information about them thatis held in
databases

We can thus say that a privacy archetype for the digital era mesbgnize and

overcome the following challenges

() It must be sensitive to theisuallycovert methods ofdata collection, distribution,
and use

(2) It must be sensitive to the unequal power held betwaadividual citizens and the
groups that develogligital dossiers

(3) It must acknowledge intimate and (seemingly mundane dataas deserving
protection fromsecretive aggregation, discrimination, and use

(4) It must realize the need to grant citizereccessto their digital dossiersand the
ability totexture them.

(5) It mustrecognize that any archetype that would all@itizens to learrwho has their
data, why they have it,and how they are using @annotinvolvea discoveryprocess

that is unduly burdensome on either the individual or the market
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A privacy archetypéhat is sensitive taligital environmentswill possess norms that
can recognize and rise toeet the abovementioned challengesWhile they appear to
be simple matters of jurisprudence, aswrence Lessigbserves, judges are largely
dzy g AftAy3 (2 WiNryatlaSQ flFgas 2Nandh 1S f1
technologiesand reshape thenfor application indigital environments. Courts, he
writes, will likely step away frorsuchtranslatiors 6 S Ol dza S G KS& FSSt ai
new questions that cyberspace has raised. Their newness will make them feel political,
and when a question feels politta> O2 dzNIi & & G SLJ I%Tradslatihdl® ¥ NB
law has been essential to maintainng constitutional values across different
technological erag free speechhas beenprotected usingdifferent privacy archetypes
that were developedo reflect changesn modes of communication, commerce, and
mobility. While analoguearchetypescould be translatedor digital environments, the
laws following from thesetranslated archetypeswould at best provide a mosaic
approach to registering privacy breaches, atimy risk failing to comprehensively
LINE 0§ SOG AYRAGARZE £ aQ LINR @I Oappealind dhassa A OF £ £ &
oftentimes conflicting norms to secure particular rights. The challenge thatsanigl
this proposal is thawithout primacy betw& y RA FFSNBy i ,the®Dik Sol & LIS & O
definitive reason to prefer one normative account over anotheryesas a wayto
(hopefully)realize an end goal of entrenching the personal right to privacy. Nought
not to be guided by particular sociahds or else they lose their critical appedhey are

intended to guideparticularties (in this case law) ando objectively evaluat the

% Lawrence Lessi(R006)CV2 167.
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success of particularities in meeting normative critefiRather thanbeing forced to
develop lawfrom a series ofndividually flawedarchetypeswe shoulddraw on anew
archetype thatcaptures the reality othe new technological landscapgist as previous
archetypescaptured thelandscapest the time of their inception

A newly realized privacy archetype must ogmizeand be sensitive téhe following
issuesin the course of asserting a normatieeterion that can adjust thepresentflow

and useof digital informationto protectA Y RA @A Rdzl £ 4 Q LINRA @I 0@ Y

(1) It must recognize that when individuals share information thegke themselves
more vulnerable to coercion and shamiagd, as a result, must recognize that
NEOSAGAY3A AYRAGARIZ faQ LISNA2YIf AYyF2N)I
responsibilities cocerning how that data is storedsed and transmitted

(2) It must enable individualsto legitimiz information transfers before they can
occur.

(3) It mustrecognizethe needfor establishingsafeguardsaimed at preventinglata
breaches, mistaken categorizations, aldorithmicdiscrimination.

(4) It mustrealize thatinformation capital is increasingly importand the market
and, consequently, to the material substratum underpinning the lifeworhls,
it mustseeka peaceful coexistence between the lifeworld and systems.

(5) It mustextend the range ofpersonal data to include individually insignificant
shards of information that can be usdd develop apersonally identifiable

digital dossier.
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2 Code as Ogital Law

Lawrence Lessig has famously equated code diigfital law?®’ What he means by
this is thatthe rules encodedin software programs bear many characteristics of law,
insofar asthey identify what a person can and cannot do particular digital
environments He callgligital computer programming® 2 Rea & / 2+ a0 Q O2RS:
the traditional laws that gouws the speed thatpeople can drive their carat and that
regulae OA G A T S yiat@actiaddzrd A ONNEaB/ 20 3G Q O2RSP® ¢KS |
between westand eastidentifiesdistinct seats oflaw in the United States of Ameriaa
the west coast is homed Slicon Valley,whereasthea S| Ga 2F ! YSNA Ol Q& L
call theeastcoast homeThis distinction also identifies the divisions of Hegitimated
law which isasserted througlprivately-developed and owned programming code) and
legitimized demaratic law(which is crafted and authorized in a public process that is
representative of the citizenry)

In addressing thedigital revolutior@ challenges to informational privacy.essig
recognizes four major elements beinginvolvedin regulatngA Y RA @A Rdzlinf 3 Q | O
digital spaces; the market, architecturelaw, and norms. Markets are involved in
regulating actionsby imposingpersonal cost for disobeyingdaws, and architecture
identifies the way that things are codedhichinherently estabishes limits on actions
[ F 6 NBE FTEaBERZ | & Q W NHzf S ZestablishRalugg tndiied through
socialization.To analogouslyelucidate on this quaternary distinctionye can turn to

seatbeltregulationsin Canadaln Canada, laws punish individuadso do not wear seat

8 Lawrence Less{@006)CV2
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beltswhen motor vehiclesare in motion children are educated about the importance of
wearing seatbelts red developnormsconcerning seatbelts that reflect public attitudes
and the market penalize individualswho do not wear seatbés when they are in
accidens. Moreover,law requirescar manufacturers to install seatbelts in cars during
the manufacturing processcarsmustK I @S a Sl oSt da WO2RSRQ Ay
It is possibldor any of theseactorsto be differentcOF NBE Y A 3 K id debe&ithe? O2 RS R ¢
number ofpeoplethat are in a car and require tlreseatbelts to be locked before the
BSKAOf SQéan dctilafeh Nokedvgr, hws could bemade harsheror less
burdensomeand education could based tomore or lesstringently teach normsEach
of these four elements is relatively malleable.

WhenLessigurnsto digital environmentshe considers the influence that computer
code has on how individuals interactand withtheir digital landscape. The options and
functionality that programmers design into softwaceeatesthed 2 T 6 NBQ§ f A YA {
whileit mightbelLl2 a3A06f S (2 WKI O1Q GKS,nbg dompuierNS | Yy R
users cannot be reasonably expected to know howbe inclinedto do this Most
individualshave their actiondimited by what programmes choose to include in their
software¢ their liberty, autonomy, and speech are all limited the digital code. Lessig
argues thateffective regulationof digital spaces requires a combination Bastand
West Coast lawto safeguardorivacy.He claims thaEastCoast law idargelyinefficient
in safeguarding digital privacy because of ggnificant period of timdegislatorsneed
to read, consider, debate, and implement laygiven the rapidity of technological

changef S 3 A & f | aftehtindeLrailttechiiGlogical advaneseIn light of the disparity
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between the democratic legitimization of law and the rate of technological change,
Lessig proposes thatastCoast code(i.e. democraticlegislaton) provide citizenswith
some control over their personal information amsdnply requires West Goast code to
enforce EastCoast code. In essencéggislative assemblies would be responsible for
developing wideranging abstracted laws from traditional prin0& F NOKSG e LlSaQ vy
programmes would then be responsible for independently coding software in
accordance withegislatedliaw.

2 KAt S [SaaArdaQa az2fdziazy YF& 06S LINI OGAOLIf
challenges facing the process of legfigin, it would have a series of negative effects
across societyFirst,while it recognizes theegislative difficulties in establishing laws
that are sensitive to the challenges brought about by digitization (su¢heashallenge
to limit the blinding speedat whichO A (i Adat8 iy tiafisferred, his proposalsvould
impose legislatiorthat only broadly assedthat software architecture ought to protect
personal informationand would fail to addressthe particular safeguards that would
have tobe implemented. This could prevent safeguards that might provide individuals
with the most protection from being implementdokecausehese protections might run
counter to market logics. While safeguardsight be implementedif required by
legislatos, there would be no way of guaranteeing that the beafeguardsvere being
deployed.

Second|[ S & asaldidd @would necessitate the extra step of requiritastCoast

lawmakersto establishregulaions that limit the transfer of illegitimately publicized
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information. Given his faith in the free mark&%,Lessigmight suggest that te market

could meet this responsibilityby havingsoftware programs require users tmwnfigure

their privacy settings beforéhey could use the software.his suggestioncould enable

users to enter privacy contracts that limit the broadcasting of public information, and

thus restrict the possibility of republicatiofror examplea A ONR2 a2 Fi1Qa Ly G SNy
YR a2l AffF / 2 NL}R NHeignedgoQhat thE BrowseE actessily dzf R 0 ¢
sites that metthe dza Sp¥i#a€y criterion Given his focus on the value of automation

and attitudes towards the value of code being machiaadable,Lessigwould likely

suggest that before informations broadcast an automated script wold have to

confirm that the broadcasting was permitted according to a corporate contract server

that was responsible for authenticating the legitimacy of information trans#ny. such

solution makes two assumptions: (#at softwareand the digital spagsin whichit is

usedare mutually-standards compliafif and (b) that individualshold a default stance,

rather than a granular attitudetowards their privacy To expand, iis possiblethat a

person is comfortabléavingtheir information sharedacrossgovernment agencies that

have different privacy policiesvhile they hold a uniform policy regarding\merican

corporate data collectiorgroups, and yet another policy when it comes to some, though

not all, Canadian corporationsa onesizefits-all privacyconfiguration would miss this

For any kind ofmarket realized privacy solutidil function effectively, it must be easily

understoodby citizens andelativelyeasy to configure anunduly burdensome process

® This is demonstrated through his works, suctCasle Version 2,Free Cultureandthe Future of Ideas:

The Fate of the Commons in a Connected World

% Maintaining digital standards and expectiagj groups to meet and be aware of these standards is
unlikely, as is currently demonstrated in the current challenges for web browsers to properly render
websites because few websites are designed to be standards compliant.
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would likely reduce the adoption of the markeQ & & I ¥ S 3 dzl Ndbstanttatfwdk f A Y A
realization of democratically asserted lawisat are A Yy § SYRSR (2 &l ¥FS3dz
privacy

CAYylLffex yR | NHdz 6t & Y 2fdilsito reosdrizedimiay G f &
occurring whercitizens do not ee themselves as entirely involved and reflected in the
process of lawmaking. e citizens may see themselves as the authors and addressees
of EastCoast law they cannotsimilarly recognize themselves as suolwards West
Qoast law Thislack of recogrion largely stems from thdack of openness in most
softwaredevelopment(where code igypicallya proprietary secrgtthat woulddistance
citizensfrom their KA A G 2 NA O f Ay @2t SYSy i oAGHisE €€ |
YSIFEya G(KI G @dnbight ndtybd aleqlately @dfiressed when corporations
discover that implementing solutions to those concerns is not financially viakide W
markets nmight adhere to the minimumestablishedby law they are unlikely to engage
in a consultation process with individuals and groups that would be affected/dst
Coastlaw unless such consultatiemvould increase profitsWithout the transparency of
democratically legitimated lawcitizers do not necessarily see themselves in or trust
law. In the case ofthe digital privacy lawsthat emerge from[ S&&aA 3Qa &dza3S:
citizens might refrain from participating in open discourdeecausethey cannot be
assuredthaD 2 N1J2 NI G A 2y a LPINRayuSIYihe mostefecliteRodk.f 4 Q

Ly O2ydNrad ¢A0K [ SaEastIQdst/WNs Cdasche@®&t &6 O2
Viktor MayerSch@nberger proposes a less extravagant use of code to minimize privacy

concerns. MayefSch@nberger, a professor concerned witpublic policy argues that
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the central issue fang digital privacy comes in the form of data retentiokhile
[ SAA4A3QA LINR LR &SR letindividual©lgnit Whatf kindsNdi data 2 dzf R
relationships they enter intoMayer-Sch@&nberger suggests thaall digital information
should simply be tagged with an expiration d&teAll digital datacan havemetadata
attached to it By adding anetadata tag that ses an expiration point, data could be
automaticallydeleted ¥ N2 Y | O2 YLJzi SNRa KI NRt aR&®wi®S 2 NJ
time followingits collection.In muchthe same wayas humans forget bitand pieces of
information throughout their lives MayerSch@&nberger suggests that weeproduce
this element ofhumanmemory retentionand recollection irdigital collectionsystems
| A& LINBLRA&FE alFAYa G2 NBAYGNRRIZOS GKS 02y (
realm. [The] goal is to shift the default from retaining forever to deleting after a certain
0AYSoé

Hissolution has the merits of being relatively easy to implement because metadata
and automated deletion software already exisfigningi KS RAIAGFf 62 NI RC
characteristics with human retention characteristibsit wouldlimittheA Y RA @dsiR dzl f Q&
of beingpunishedthroughout their livedor relatively minoryouthful indiscretions, and
being less politicallydisruptivet Ky [ S & & beBadseMagierSchzaoASNHE S NDa A
easily understood by politicians and their constituents. WiilayerSch@né S NH S NI &

solution would mitigate some of the concerns over data retentibrwould not, as he

% Mayer-Sch@nberger (20074 8 SFdzf +2ARY ¢KS I NI 2F C2NHSGGAY3 Ay
18.1 SNBI FGiSNJI NBFSNNBR (2 a a!+éd

TaSGFRIFGE Aa 2FGSy dzaSR G2 &SI NOK RIGF o6& | aazoOAl i
SELX AOAG O2y(Syiz adsdding datesi the/aviiefof 4 dtigital docufenty &t thé Yy R NJ
kind of camera used to take a digital photograph.

% Mayer-Schénberger (2000 UL ¢  H 1 ®
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admits, resolve all or even the majority of privacy concerns in the digitaf’éravould

y20G fAYAG O2NLERNYGA2yaQ | 0Af A da prafig noi N> ya ¥
would it prevent the transcription of data from one data source to anotkérere both

actions would effectively undermine the process of forgettinmpcauseany Rl i Q&
expiration datewould be extended to one that isbased on its transcripn into new

data repositores or formats. For example, if digital pictures taken in public were set to

expire in five yearst would be possible to simply alter the pictuveth the effect that

the expiration date would extend five years from the tinfeetalteration was made.

While one might be inclined to respond by sayitigat the intentional extension of

expiry dateswould be an unlikely situation and, even if it was possible, that reasonable
law-abiding people would likely bacapable of or unwillig to subvertlaw this way,
O2yaARSNI gKI O ¢2dzf R KIFLIISY AF LIS2LX SQa LIS
themselves after a space of a few years. Software programs would be written and sold

to alter metadata so thaphotos and documentsever deletedthemselves Mayer-

Sch@nd SNASNDa az2fdziAz2ys gKAES Ad | LILINBOALFGSa
condition, simultaneously fails to appreciate our desire to retain historical artefacts that
document our lives and the lives of thoado went beforeus. We have many texts and
photographs that are centuries old antthat are treasured for their historical and

personal valueln an increasingly digitizedociety, such artefacts would be less and less

likely to beavailable tdater generationswvere thisdate expiration systenmplemented

Mayer-Sch@nd S NHpsoNdRalis too coarse. lhis proposals complicated to account

% MayerSchoenberged H 1 FUVE0E GH H ®
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for the issues that | have noted, then it will quickly lose its simplicity and, in turn, fall
prey to many of the challenges that@e&S R [ S & & A MOrdovel Jn@EId Magdr {
Sch&nd SNASNDa &2f dzii A 2tefm data Bterition linfpérsdahpbriiofos, f 2 y 3
it would not minimize the privacy invasions between the time when the data is collected
and deleted. Whilethis might reduce the likelihood ofour liberty, autonomy, and
speechbeing persistently inhibited by ouyouthful indiscretions citizenswould still
bear the scars dfigital violationslong dter the datawasW¥ 2 NH2 G G Sy Qo

b SA (KS NJIof 8ayet Bchénd S NH Bdpdals exist in opposition to my
proposed privacy archetype [ SaaA3Qa Aa O2yOSNYySR 6AGK A
Mayer Schénd S NH S NI &-terd MateKreteht®ry Hhe difficulty is that neitheof
their proposalsis expansive enough to establish norntzat would give individuals a
democratically legitimated way of retaining control over their digitized personal
information nor do theyaddress the complexities ahodern data retention. Neither
model necessarily mandatethat individualsprovide their conent before their data is
transmitted to third parties, nor deéhey guarantee individuals the right to texture their
dossiers These models do not impose apenness or transparenan databasesnd,
as a consequencender these models databasesmainclosed and secretive so long as
they are architecturally coded to meet legitimized law.

In these theorized situationgitizers either accept their relegation to secorader
authors of lawg authors that outline legal architectures butho donot enunciag their
specificsof law ¢ or, they adopta policy that is out of harmony with hothey live.In

light of these difficulties, it is apparent that neithene of the two proposedsolutions
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adequatdy alleviatesthe challengedhat arise whendigitizing infemation. In light of
their respective difficulties and the continuing need to articulate a privacy archetype
capable ofresponding tothe challenges that arise in the digital era, | introduts
reciprocal archetype of informational responsibilitis norms overcome and avoid the
deficiencies of past analogue archetypelsen theyare applied to digital environments

while carrying their positive characteristift@ward into the digital era

3 The Reciprocal Archetype of | nformational Responsibility

Information held in databases isisuallyeither gathered throughindividuals directly
inputting their dataor as a consequence dhatabeing transferredrom one database to
another.Whenindividualsdiscloseinformation it isoften for particularpurposes ¢ they
might want to provide a digital portfolio for a particular serviceubmitinformation to
gainaccesdo particular services, adiscloseinformation during asessionn whichthey
and data collectors are learning about each otheredch of theseases tlere isat least
a presumecklement ofreciprocity to the exchange individuals are sharing information
basedon their assumption that the exchand®as benefits This should not suggest that
individuals necessarily exchange or provide information strasdlgicbut that when
dealingwith corporations or government bodiethey assumehat their information will
be used for particulaends or purposes. For example, when signing up for a free Google
email accountusers provide Googlé€Corporationwith personalinformation in return for
nearly unlimited email storage space. In this situation, there iguably astrategic
exchange of informatiortaking place However, when individualenter search strings
into the Google searckngine that pertaingo personal values, sexual orientations, or
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medical concernsthey NB y 20 o6SAy3 &adNI GS3IA0X (GK2dAK
with the datamost certainly are. Very ofterthere are discrepancieis how individuals
and service providers characterize thetationship, but regardless of these differences
both parties must acknowledge that they are in some kind of relationship with one
another. In both of the examplasvolvingGoogle, the corporation has a responsibility
to the person who is revealing threpersonal informationg the information must be
kept confidential andcamot be used for purposeghat extend beyow the agreed
reasons for collecting the daf4. These aspects of the Googleiser relationship can be
generalized to include all relationgls where citizens reveal aspects of themselves to
others. As citizens reveal themselves to data collectotesey become increasingly
vulnerable to the collection bodies, and this vulnerabitlgmonstrates that trust and
the corresponding, implicitpossihlities of harm and/orshame arean intimate part of
this relationship Effectively, because individuals are revealing their identity through
their particularities, their data partners are obligated to be sensitive to the trust and
subsequent duties and dilgations that are involved in these disclosures.

These responsibilitiemanifest in the obligation of the collectiragenciesto hold
the information provided to them irat leastas much confidence as is outlined in the

original agreement between themselves and theople disclosing their informatiof?

% peter Fleischer, Privacy Officer for Google Corporation, points out that corporatepend onthe

trust between themselves and their customeés | G Ay 3 A PDPOLINR G O&8 A& | 62dzi Y2
fundamentally about user trust. Be transparemith your users about your privacy practices. If your users

R2Yy QG (NUzAG @e2dzz @&2dzQNB 2dzi 27F 0dzaAySadmldsdl- KG LY k|
thumb-for-online-privacy.html

% End User License Agreements (EULAs) are currently how indivishredent to corporate use and
dissemination of personal information, but the legalese of these documents combined with the
prohibitive costs of legal consultation to explicate what is being agreed to in EULAs requires that the
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and in the obligations of individuals to be truthfwshen disclosing informatiarBased

on the information that is revealed, diffen¢ degrees of secrecgnd securitymust be

applied to the information.Collection bodies havdongterm responsibilities and
obligations to individuafrom whomthey collect datainstead ofpersonalinformation

acting as information capital that is transferred in much the same wawgs currency is

exchangd when purchasing a candy bar, personal informationctionsas a way for
individuals to access particular services while simultaneargigringinto a (potentially

longterm) relationship with thedata aggregation bodyfor as long as thatata is

retained Personal information OF LA Gt A& 02dz/yR dabillityad 4§ K K
recognize and pursue their IHgrojects;the information plays a role in guiding the

AYRA DA Rz publi andlpridd dttiides. Aftddthis informationis discloseglit

does not become any less valualgl 5 @St Ay3 2y SQad 3IASYRSNE NBf
age, hometown, educational background, employment historysexual orientatiordo

not make any of these facét 2 F | LISNER2yQa fAFS Fyeée fSa

ax

A

RSOSt2LIYSyiG® hy GKS 0L a&Ack collettionibkdsioughtyoF 2 NI |
limit their use and transmission of individu@ieformation to ensure that individuals
retain their personadlignity.
A core aspect of the relationship between citizens and data collectors is that citizens
ought to have some control over the use of their informatmjust as they can reproach

a friend for uttering false statements about their personal liibgy should be able to

documents be simplified so &t regular consumers can be reasonably expected to understand them.
Failing to do so would maintain gross power inequalities between citizens and the data collection agencies
that can afford the costs of legal consultation to create the EULAs.
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similarly correct data collectors. The contrdhat individuals could exercise in
relationships with data collectorsmight require that individuals receiveclear
explanations of how data will be useohd require that theyhave the allity to correct
and texture their dossieravioreover, sinceindividuals enter into a relationshigvhen
disclosing their information torey particularcollection group before their information
can be transferred to thirgbarties the individuals ought toebrequired to optinto the
disclosureand enter the corresponding relationshiphe requirement for individuals to
opt-in to data transfersvould have(at least)a pair of particularly significant effects) (
it would ensure that colleatin bodieswould dearly disclos their use ofA Y RA @A Rdzl f &
personalinformation; (b) it would giveindividualscontrol of whether third-parties could
receive their personal informatioand make those parties accountable for how that
information was usedThus, if a persoprovided their personal information to an online
lingerie store before that information could be sold or strategically transferred to
another businessr governmental body th@ersonwould berequiredto consent to the
transfer and, if they did, would eat into a separate informational relationship withe
new partywith allaccompanying rights and duties.

Fromthe discussion ofhe reciprocal archetype of informational responsibility, we

can identify a series of normatiwaracteristicsn this archetype:

(1) Data collection cannot be covert or involve coercpmdividuals must have a
substantive opportunity to refuse to provide their information to other groups
(2) Data collection must be transparent, insofar as individuals must reasonably

expect to understand the terms and conditions of information disclosures
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(3) Individuals must have access to their records and be abtenect falsities.
(4 PSNER2Y | f A nuBt2beNhdardtadd/ €xpansively, insofar as it must

captureall data shardthat couldcontribute toay” A Yy R AdigjikaRpdrfofioQ &

These norms have the aggregate effect of overcoming many of the challenges
encountered in the process of digitization astlll allow for the realization ofligital
y S (i 4 2pdkkivie @ttributes.By requiringdata collection bodieso transparentlyask
individualsto disclosetheir personal informationand openly reveal who it will be
exchanged withthe present covertcollection, retention, and ws of information to
target and discriminate againstitizens would decreasdf only because of strategic
market logicsif citizens realized that their information was being used to injure them
they could appeal to authorities to punish data collectors for the injustices they were
causing Instituting a norm that allows forgranular disclosedness of personal
information would letcitizensshare information with their bankvithout subsequently
requiring them to give up their right to limifurther access tahe information ¢ banks
could not require individuals to agree to contracthat necessarilyallowed the
disclogizNB 2 F infrmétibr. Moyedver, the expansiveessof these norms would
shield intimate exchanges from publicity intimate information could be shared
according o explicit or tacit agreemestbetween the intimate partie€® By broadly
shieldingdigitized personal information this archetype avoids limiting its purview to

confidential, intimate, financial, or othedata types Moreover, byrecognizingthat

% Obviously the agreements between lovers will differ from those between citizens and their banks. By
Wil OAGQORyRASBSYyadza3ISaldAy3d GKI G NB G Sthdt weyeInotivake®d BydzNE &4 = Y 2
LISNE2Yy Qa fvwauide expottead ko NdngirBsecratespite the lack of an explicit agreement.
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individuds have relationships with dataaggregators individualsought to retain the
capacityto review and correct the recordsabout them just as they might correct a
FNASYRQ& YA&AOKI NI OG SNA I Thé ablity'to éFect lieKo&I&nNI LIS N&
particular, should be appealing both to the individuako contribute their data to
strategic databases andto those maintaining themc individuals can reduce the
fA1StEAK22R 27F 0 SAifcArrectyttdds éadcdiihd databddes, A S R Q
vdue of RF G O2ff SOG2NRQ RI G 66 &S A NIgiREEBNR ¥ D NE
accuracy

This archetype & LIS Ndfisparén@hys2 N g2 dzf R ’expasire th Y RA A |
penalties or accident®llowing from incorrect informationinputs. Moreover, it would
alleviate the difficultiesarising fromregenerativedatabases. Oftentimes databases are
interlinked, where one database holds a superior influence over the other. For example,
database A may ba Yhastetatabase, and databases B through lB 85X R G 6 | &
that draw information from database Anto their own structures. In an environment
where individuals do not have to validate their personal informatiwhen it is
transferred it is possible for database A to hold incorrect data and dissemiigate
inaccuraciesicrossthe slave databases. Thus, if databaseofincorrect information
it would replicatethe errors acrossdatabases B through K. Icarrectionwere made to
database Ghe changewould beundoneas soon as data cascatlfom the master to
slave databases, finposing the error over database Chis exact problem causse

individuals significant problems when they attempt toorrect credit reportsand
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criminal receds’ ¢ without an awareness of databas®interrelated structures
individualsare subject tobureaucratic speedo have their data corrected. When a
falsely attributed record prevents a single mother from working for months, being told
osorrye for a mischaracterization resulting from database error i9f little consolation
especially if the error caused significant reputationalemotional harm If individuals
must opt-into informational transfes between databases and caalidate information
being exchanged, databasese less likely toreplicate errorsbecausethey cannot
spontaneouslyransferinformation. The reduction of thenumber of errors andesulting
inconveniencesmakes databases more valuable foretlygroups owmg them while
providing individualsa modicum ottontrol over theirdisclosednformation.

This archetype for digital privacy recognizes the inequalitEpower between
original informationcontent owners and thosevho collect information by requiring
citizensto consent to thenformationtransfer. This requirement of conseiadlows them
to prevent the transfers should they desire. tAfter empowering citizens in this way,
collecton groupswould have todevelop detailed outlines for how and why theyeuke
data to assuagéd Yy R A @dorcdehst riagket logicswill lead to clarificationsof usage
policiesbecause without such clarificationscitizenswill provide their information to
the competitors who provide clear, understandable outlines of dataise, security
measuresand retention policies.

By assertinga shared responsibilityfor maintaining the privacy of personal

information, withthe majority of that responsibilityallingon the shoulders ofollection

9 Judith Wagner Decel997)IPP 1501.
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bodies there would be an inversion ofhe current relationship betweedata collection
groups and citizens who disclose personal informatidhereas individuals are
currently responsible for investigatinggho has their personal data and how it is being
used beforethey canattempt to correct inaccuracies or limitses, thisarchetypewould
affirm individualsas critical nodes innformation distributionwebs ¢ individualswould
be empowered, quite simply, to direthe passage of their data fromne junction to
another. Moreover, hisarchetypewould let markets more effectively target groups and
individuals based orwho made information available restricting those who are
targeted by marketsegmentgo interested partcipants This archetype lets me provide
Amazon.cavith a great deal of informatioaboutme so that they can target new books
to my interests but| canrefuse to have Amazon.ca transfer that informattonEBayso
that it can target me with itemsr servicesTo enforce this relationship positive ldat
draws inspiration from this archetype @ Yy rAusthba establishedThese laws wuld
give individuals access to tinedigital dossiers allowing them to monitor what
information was collected about therand remedyinaccuraciesMoreover, these laws
would let citizens renegotiate or exit contracts if the individual becomesasonably
uncomfortable with how the informatios being usedliverges from thgpermitted uses
stated in the data collectiopolicy/contract.

Ultimately, the reciprocal archetype for informational responsibilitgan
accommoda¢ the challenges facing the intrusion, market, intimacy, and secrecy
archetypes while engaging with the current digital landscape. Because of its

conservative approach to data sharjreyen asthe landscape changdsy making data
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sharingmore efficient, individualscould direct how those networks could beused to
transmit information. Individualscould retain control over their information regardless
of increase efficiencies in transfeimg and storing dataAfter citizens carcontrol how
their information is sharedthey do not have to fear beingsurveyed secretlyg
surveillance would require individuats first opt-in to the observation orecognize
themselves as the authors and address of a law authorizing the surveillance.
Whereas a panoptisort environment involves theimposition of unknown and
illegitimate categorizations and discrimations, this hidden sorting is made puhlicder
this archetype ¢ the wizard responsible forsecretly ordering society haveheir
respectivecurtains pulled asideWhen citizenmpowerthemselveso control what is
publicly visible and have tle definition of personal information extened to the
minutiae of informationthat could be usedto dev@lLd | YR | aasSaa |y
portfolio, they can expose themselvein digital environmentsas they determine is

appropriate Consequentlyafter adopting the reciprocal archetype of informational

AYR)

responsibilitycitizenscank 8 2 OA I 6 SGBAYRY®BRRBARY a420ASGe=z

opinions that diverge from public norms, and visit places in digital environments without

fearingthat they will experience illegitimateoercionor shameresulting from unwanted
publicity about their choices of ex@ssion, association, aligital habitation. As we will
see in the next sectiarthis facilitates the continued persistence pblitical legitimacyn

Western nationstates that have been swept up in the tidal wave of digitization.
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4 Political Legitimacy in Digitized Environment

The reciprocal archetype of informational responsibility would recognize -data
collection groups as being in relationships with citizens andld require these groups
to treat citizenflinformation with respect ando avoid releasing it to other parties
without receivingexpress conserfrom citizens Thiswould limit the unwanted publicity
of personalinformation becausewvhen providing personaiformation to receive (or
potentially receive) a particular good or semjiche data would become a shared
WLINE LIS NIi @ Q beNdming Sxudlisivielik lowhed by the data collectdihis
archetyp€2 a Yy ehahMiadividualsto determine the degree to which thewill allow
their information be publicizedand enablethem to particpate in digitized ethicalt
political discoursewithout having to stunt their discourse out of fear of unauthorized
digital surveillanceMoreover, this archetype elevate@A G AT Sy a Q Jprimarg NS & G a
guiding factos for determining whether or not their information is transmitted across
digital databasesg; individuals, rather than data collection bodiespuld determine
what information ould be shared¢ and replaces the present system opaque
unilateral distributiors with legitimated consensual, and transparetransmissions

Being able to prevent or slow thmovementof info-capitalhas the effect of limiting
the illegitimate or overzealous collection and distribution of personal informati
flows throughout digital networks. Of course, for this slowing to ocgUaws that are
guided byl KS NB OA LINR OF f | NOK S (i Botdfs waild first pe@daoNJy I G A 2
be actualized / A (G A dwdrgres® of howroutinely their personal information is

distributed would éadthem to demand justificatios for why datacollectors should be
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allowed to maintain a high, unregulated, flow of informatjguast as citizens have when
20KSNJ LINAGIFGS AyGdSNBada KIF@S | LIJISladdhR (2 0o
oppositin to constitutionally enshrined value3tese demandswvould havethe effect
of requiring information collectorso explain theiruse of the dataand, inthe process,
would educate the public about digital dossiers and surveillance taslsnformation
aggregatorsattempt to preserveand legitimizethe tools they currentlyuse in their
market operations Citizens could then develop informed arguments for how digital
information ought to be transferreq with their discourse revolving arouwh their
constitutionally entrenchediberties as well as theiparticular experiences and values
With an expandedawareness of theidigital environment, citizens could work towards
envisioning how the O2 y A G AGdziA2y Qa @I f dzSa & Keévdzf R 0 ¢
environment values thatrevolve around the maintenancigee speech, due processes
under the law, and freedonof associaibn. Citizens, rather than courts or private
corporations, could continue to steer the direction of their democratic nastate if
this archetypewas adopted to guidethe discourse surrounding privacy in digital
environments

In entertainingarguments about a new set of laws to oversee digital interactions
citizens would realize that the relationskigghey hold with one another md with
information aggregatorsis dramatically different in digital spacékan in analogue
environments Databases threaten to segregat#izens; ascitizensare assigned to

particular data groups, they are blanketed with a similar series of messagesotser
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citizens who are associated withthat particular data category? This information
segregatiorrisks establishing data cocoons, insufa citizensfrom the wider spectrum
of events and actionsccurringinside and outside ofheir locality ¢ certain eventsor
discoursemay not be brought to their attentionbecause theylo not correlate with the
citizen€historical preferences. These cocoons threaten tdiminish, and ultimately
RAGAYGSINI GSS adzail yi bdcdusetNg shaBeSrépert®ire of OA G A T S
meaning that grounds their ethicglolitical discourse drops awayissues are not seen
as commonin a segregated societyput as belonging to specific subsets of the
population. These cocoons were more challenging to establishbtly in andogue
environments because it wasot practical (or feasiblypossiblg to develop the digital
S NJ elnborate digital dossiers and sorting techniques Without full disclosure
concerning how datagroups are establisheditizenscannot be certairof the extent
that other members affect thie collectivedata streams and, in an environment where it
is (relative to analogue environments) inexpensive to establish and reinforce the data
cocoons, citizens cannot be certain that they are not persistentlpee&ncing
information discrimination

The reciprocal archetype of informational responsibilgyaimedat preserving the
discoursethat is needed to maintairitizensolidarityas Habermasgnvisionst, andit is
diametrically opposed tgecret impositons of these cocoong\fter becomingaware of

the possible challenges thatight face the natiorstate as a result of unmitigated data

transfers citizenscanengage in publidiscourseto establishethicalpolitical normsthat

% CasR.Sunstein(2006):HMMPK 97-8.
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preserve their right to priacy and, as a resulshieldtheir rights to autonomy, liberty,
and secrecyBorn of these normscitizenscan craftlawsto affect the architectureand
implementation of digital technologies By approaching technology and law from a
normative perspective the elements of digital technology that relate tdigital
informational privacycan be democratized the structure, use, and implementatn of
digital technologiesnust conform to theO A i A Td&mbdt&icmill befordbeingmade
available to the market

After law shieldgligital communications from illegitimate oversiglttizenscanuse
digital communications to effectively generate citizeolidarity. No longer concerned
that their conversationswill be disclosed at a later time to injure their reptitms,
unless they first permit such disclosuresmembers of the natiorstate can freely
participate inonline associations and communicationseylean exposehemselvesto
ideas, arguments, and valugbat they were previously unaware of andthat could
subsequently alter their own perspectives, values, and argumémtthe process of
realizing the nation-a (i I {inBréxding plurality. Moreover, given tat citizens are
increasingly distributed across vast geographic distances, establishing netanal
data privacy lawsllows for open communications between distant citizemsl could
even be extended beyond traditionally understood state borddrds possible that
international arrangements could lead friendly foreign nationsR&S @St 2L WFNR S

foreigyy Tt ASYQ LINAQGIFOe LRftAOASEAE BKSNBE TFT2NBA:
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privacy laws when ifiriendly nations®® As with all democratic law, the digital privacy
laws born of ethicalpolitical discussions could be modified over time as new
participants enter the discoursevhich would ensure that theawscould be refined and
extended to respond tpas yet undiscoveredprivacy concernsand social injustices
Further, gven the transmissiomate of digital communicationsiew participantscould
(theoretically) collaborate with other citizens using neanstantaneous digital
transmissions to reshape publattitudes towardsprivacywhen unforeseen challenges
to privacy rightsarise The speed of digital networks atite ability of private citzensto
monitor for and report ontheir illegitimate use to other citizengn masseavould also
facilitate rapid legal responseg information collection groupswere discovered
breaching privacy laws. Ultimately,the reciprocal archetype of informational
responsibilityoffers citizens a way of developing privacy laws that would correlate their
ethicalpolitical discourseconcerningdigital communicative privacyith the nation
stateQa flFga FyR Syl ofS (KSatelnad itdNdodrdhv®fce& RA NB
towards those foundto be violating laws surrounding information aggregation and
dissemination This wouldas a result of safeguardirigee speechpreserve discursively

generated citizersolidarity.

5 From Digital Privacy to Regenerating the Lifeworld
The Habermasian lifeworld is a domain of discourse, wherein individuals recognize

the plurality of valueghat found theisl y R 2 lifekpBdisQlt is a space intended

% This is meant expansively, insofar as it can apply when physically in different geographies and in
foreign-controlled areas otyberspace.
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for mutual understanding and is nesompetitive insofa asdiscursive participantare
interested inarriving at consensuagreements rather than with winning arguments
When communicatiors are negatively structurd by fear of shame or coercion
individuals strategically asselimited, particular, aspects oftheir discourseto try to
protect themselves fronpersecution After their communicative mediums are secured
from illegitimate oversight these participantscan speak with one another without
needing tostrategize their conversations, opening them to thd possible horizons of
the discourseDigital communications, as they actually exist now, are largatjectto
invasion angas suchare an unsuitable medium for free and open commurnimat
Adoptingthe reciprocal archetype of informational responsibilityd using its norms to
guide subsequent digital lawe stemthe dissemination of personal informatiomould
provide awayof overcomngli KS RAIAGIE SNI Qa O2t2yAl A2y
Personal infomation is currently traded for profit data aggregatorsnaximize their
investments by developing the most comprehensive and unique datalsleag with
powerful search algorithms ttarget consumerswith spectacularaccuracy In limiting
the flow of infamation by requiring individuals to consent fits flow, citizenscould
againcommunicatewithout fearing that their conversations or personaiformation will
be secretivelysucked into systemic domaand used tgossiblydiscriminateagainstor
embarrass themin the future While it is true thatnation-a 0 | (aWs&@m@ limited to
national jurisdictions andhus that data collected by companies in other natioiss
subject to different laws, large natiestates can set rules for trad#hat punish or

entirely prevent foreign companies from participating in the nafisdarketunlessthey
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adopt or respect the privacy righthat the nationstate guarantees Additionally,
nation-states can requir¢hat local internet providerencrypt personal information so
that only data collectorsvho comply with the natiosd G  § SQa RI GF LINR (SO
decrypt A Y RA @A Rdz £ 4 Q LISWdcK yduld cause/datd Nofidctard oy
accommodate that natio G 6§ SQ& f I 64 | yoR thbbasis of mak® KA G SO
logics. Thse steps would not entirely curtadligital privacybreaches but the likelihood
of breaches wuld be mitigated andffenderswould besubject to punishment.

¢CKS 9dzZNRBLISIY | yA 2y Qi paduldr have diiBnst@@ ez y | ¢
ability of localized geographic areas to significantly affect how data protection and
confidentiality are honourediround the world In 1995the European Uniomstituted
its initial data privacy laws, whichave subsequentlyled to the cration of the Safe
Harbour Provisions that businesseuust obey tolegally hold informationabout EU
citizens. If a corporation is fodrholding information on EU citizens in violation of Safe
Harbour Provisions the corporationcan besubjeced to trade restrictions and legal
challenges from the EU, as well as by natates that have imposed legal obligatson
2y W {irfketAtiNdal corporations to honour the Safe tdaur Provisions.
Consequentlywhile the United States of Americaight not have created the Safe
Harbour Provisiongnd while American corporationsre typicallyonly responsive to
American law, alhmericandata aggregation groupsusthonour these provisions or be
subject to legal punishments directed by the American governmgrg.United States
governmentis compelled to apply these punishments because, ibéshot, its exports

to the European Union could be limited or subject to taridfsnternational market
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pressures are responsible for lotgym compliance to Safe Harborovisions While
the EU is in some ways a unique case, insofarseac@nomicmass provides it witta
great deal of international influenceats unique situation should ndead others to
abandon the hope of protecting their own constitutional rights. Whilsimilar degree
of influence and compliance would be less likely were Chad to impose provssmoihes
G2 G K 8haddéupossiblywork with the EU to have Safe Harbour extend beyond
just EU citizens.

Extending privacy laws aass state borders aligns with the possibility of establishing
a postnational attitude. As individuals become awarethat their actions are nb
constrainedto their localities asn prior centuriesthey canbecome increasirlg open to
shared international collaboratiarirhe ability to communicate with individuals in other
areas of the world ando learn about common issues that stretch across localites
lead tothe realization that humans possess a common moral valNe one should be
forced to experience sexual violence in order to secure the basic necessities for life, for
example As the natiord i | 1 SQa O AtlieAintefgfationsNaBtweerh doBestic
policies and foreign consequences on specific others, citizensaantheir notions of
who shouldbe protected by and from national actioresxtended to include those
foreignto the nationstate. These realizations would necessitate extendagal norms
beyondnational bordersand actualizing them in a manner that sersitive to all who
are affected by the natiord G | éctofsaWhile| do not claimherethat a post-national
politicalbody would develomecessarily osoonafter adoptingthe reciprocal archetype

of informational responsibility it would be helpful in egablishing a zone of
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communicative action within which individuals could devedoq play with these ideas

in their legally defined localitiesAs citizens learn of?2 ( K SeMdriences and
subsequently evaluate the natied (0 I G S Q & osé&\&pertencéds ytheyi déulceward

politicians whotake the courageous steps to shift thdomestic politicaboundariesto

become more sensitive to those in foreign parts of the worlBoliticians who mise

moves to extend legally binding discourse beyondtlagona i §S G2 I RRNBaa
concerrs for humans in other nations would need be rewarded by citizens which

could manifestn citizens reelecting them Suchrewards wouldprovide politicians with

a strategic reason to continue extending the domedb the foreign.As mlitics, a

systemic domainjs NS f Ay SR (2¢6F NRa aSOdz2NAy3JitiKS )
coulda SOdzNB 2 (0 KSNJ Gi2 Y2WdzyiAKIS\ SG1Qa AZd  2l8t bGA G AT Sy :
those within and outside the natiogtate desere similar basic dignities Tre
rebalancing of the lifeworld and systemsould return citizensto the role of guiding

politics instead ofwatching asmarket logicsdrive political actions.This said, efore

citizens canreassumethe role of guiding politicsthey must be able to freely
communicate with one another, which requires the imposition of a new digital privacy
archetype.After adopting the reciprocal archetype of informational responsihiliayvs

that effectively translate constitutional values ontdigital environments andhat

safeguard communicative rights can beestablished This wouldallow citizens to

maintain theirdiscursively generated solidarjtand thus maintain the integrity of the
nation-state. Simultaneouslythe scaleof the lifeworld and systemic domainaould be

rebalanced
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CONCLUSION

Over the course of this thesi$ have assertedhat there is aneed to maintain
communicative privacyf citizensare to generate solidarity and establish norms that
adapt to their changing and techraglical environments.The groundwork for this
argumentwas established wite examiningtheNR f S 2F RA&a02dzNES Ay |
theory. Openness of speech is fundamentialestablishing aonstitution that citizens
recognize themselves as being the awth of and is criticalto developing and
maintaining citizersolidarity. The nation-a (i | {céSQitution lets citizens develop
common understandings about the ethigadlitical narrativebased on their shared
public normative framework, a framework that st acrossthe plurality of values
and lifeprojects in the nationstate. This common ethicapolitical narrative is
&0 NHz2OGdzZNBR o0& OAGAT SyaQ O2yaiAadldaickrdal - £ £ &
validating forcan discourse.

In the process ofexamining the constitution and its role in developing common
ethicalpolitical narratives it became apparent that we needed to consider the
challengestowards free speech and assation in digital environments While
informational privacy hapersistently been recognized aan important issueand led to
analogue privacy architectures being developed to guide lawmaking and stem privacy
breaches, past archetypes cannot effectively be translated into the digitized
environmentto adequately safeguard citizemsivacy.In light of this difficulty, and the
subsequent threat tadiscursively generateditizensolidarity, the reciprocal archetype

of information responsibilitywas proposed toovercome these deficiencies and
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that have arisen with the growing prevalence of digital technologiedthe decreased
costs of transferring, copying, armbmbing throughdata andthe possibility ofnigh
perpetual data retentionlt focuses on empowering citizens bgoncentratingon the
responsibilities and obligations that develop when sharing information with others
there must be a transitiofirom the presentstancethat individualsgive up all rights to
their information after disclosng it to a stancewhere individuals r&in some control
over its disclosure This shift offers a way to open digital spaces as places where
individuals can communicate without fearing illegitimate surveillawbde letting them
pursue their lifeprojectsand develop discursively founded solidarity

In focussing on the nationacale | have not attended to many of the wider
consequences of this archetype nor have | significaetlgluaed how influential it
might be in contributing towards creating cosmopolitan or supranational attitudes
modes of political associatioWhile | havdentatively begunto examire why and how
national lawsmight be extended beyondy | (i Atraditianally heldterritorial borders
my account has not engaged with the question of whether or not my archetgpél
leadto internationalprivacy lawsased on legitimizing, rather than market, conditiohs.
have also notevaluated whether or not it is necessary to establish a reason for
obedience tointernational law beyondstrategic marketreasons.Finally, while | have
focused on digital technologies and digital privacy, in the process | have not adtiresse
GKS YFGGSNI 2F GKS WRAIAGIET RAGARSG@EY 2NJ (0K

connected to the Internet andhose who lack even widespread national telephone
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networksor dependable postadystems. Mark Poster has noted that during the age of

print an exclusive group of peopleas NBalLl2yaAioftS F2NJ SaidlofA
compasition and, whilethe nationd G | dofgbsitionhas changed over the centuries,

its contemporaryprinciples and attitudesesembleits historicalantecedents In writing

a new set of norms and developinghyanew political apparatus based on the
possibilites of a digitally networked sociefyve run the risk of developing aihclusive

metric that is insensitive tdhe substantive exclusion af KS Yl 22NAG& 27F
population In light of thispossible insensitivitydigitization far from leading to the
enfranchisement of the least well off in society, may actually be forraingw fortress

of the powerfulthat excludes all wh@annotscaleor penetratethe R A 3 A {i kilicon S NI Q a

walls.

109



BIBLIOGRAPHY

Balibar Etienne, and DanidHahn. Politics and the Other Scendew York: Verso US,
2002.

Brock, Gillian, and Harry Brighouse, Ede Political PhilosophfNew York: Cambridge
University Press, 2006.

5S DNBATFI tlot2d al I 0 SNXYI a RafioJoris\oA18,y | £ A &Y
No. 4, pp 41838.

Finlayson, James Gordohlabermas: A Very Short IntroductioNew York: Oxford
University Press, 2005.

DFYR& WNXIZ haoOl NI | & ®Rdsigtigthe /iktualQ Xk Thé ultuiieA 2 y =
and Politics of InformatiarSan Fransco: City Light Books, 1995.

Guerrina, RobertEurope: History, ldeas, Ideologiéew York Oxford University Press
Inc.,2002.

Goldsmith, Jack and Tim WWho Controls the Internet?: Illusions of a Borderless
World. Toronto: Oxford University PresX)06.

Habermas, JurgenMoral Consciousness and Communicative Actio@ambridge,
Massachusetts: The MIT Press, 1990.

- The Inclusion of th@©ther: Studies on Political Theoid C. Cronin and P. De
Greiff. CambridgeMassachusetts: The MIT Press, 1998.

- S O dzNJBhe Rhda®aphical Discourse of Modernity: Twelve Lectlirass.
Fredrick g. Lawrence. Cambridge, Massachusetts: The MIT Press, 1990 (Pbk).

- The Postnational ConstellationEd. and Trans. Max Pensky. Cambridge,
Massachusetts: The MIT Pre2601.

- The Structural Transformation of the Public Sphere: An Inquiry into a Category of
Bourgeois SocietyEd. and Trans. Thomas Burger and Frederick Lawrence.
Cambridge, Massachusetts: The MIT Press, 1991 (Pbk.)

Hardt, Michael and Antonio NegriEmpire Cambridge, Massachusetts: Harvard
University Press, 2000.

Hegel, G.W.FElements of the Philosophy of Rigld. Allen W. Wood. New York:
Cambridge University Press, 1991.

Held, David, Anthony McGrew, David Goldblatt, and Jonathan Perra&obal
Trandormations: Politics, Economics, and Cultuganford Stanford University
Press, 1999.

110

——
| —



Kant, ImmanuelGroundwork of the Metaphysic of Moralérans. H.J. Paton. New York:
Harper and Row Publishers, 1964.

- ahy GKS [/ 2YY2y { | raehiryTheoy, BitiKdbes no#ppl ino S ¢
t NI OGAOSd¢ Pokidal WrithstNeww Yok Gambridg&niversity
Press, 2002.
- at SN1LJSiGdz- £ tSFEOSY | Pélificdl WdtigséNewdVOR: | ©{
Cambridge University Press, 2002.
- aLyidNRRdzOG A 8syPdlifical SVRtigs Ned {Y sbk: @aftridge University
Press, 2002.

Kymlicka, WillMulticultural CitizenshipToronto: Oxford University Press, 1995.
Laing, R.DThe Politics of Experiendgew York: Ballantine Books: 1967.

- The Politics of the Famil@oncord: House of Anasai Press Limited, 1993.
Lessig, Lawrenc€ode Version 2.0New York: Basic Books, 2006.

Locke, Johnwhy We Don't Talk To Each Other Anymore : Th¥dl@ng of Society.
New York, NY: Simon & Schuster, 1999.

MacKinnon, CatharineTovards a Feminist Theory of Stat€ambridge: Harvard
University Press, 1989.

MayerSchanberger, Viktor. ¢! 8 S¥dzf +2ARY ¢KS I NI 2F C2|
' 9 A lj dzA (i 2 dza Hanard Uddeérdity FacLily Research Working Papers Series
April 2007.

McCartly, Thomasdé hy wSO2y OAf Ay 3 bl GA2y Il SAkethStiNE A (
Modernities Durham:Duke University Press, 2001. pp. 1Z85.

Mosco, Vincent.The Digital Sublime: Myth, Power, and Cyberspacambridge,
Massachusetts: The MIT Pre2604.

Mdller, JanWerner. Constitutional Patriotism Princeton: Princeton University Press,
2007.

Payrow Shabani, Omiemocracy, Power, and Legitimacy: The Critical Theory of Jirgen
Habermas Toronto: University of Toronto Press Incorporated, 2003.

- a/2yaiaAalddzia2zyrt LI GNR2GAAY Fa | Y2RSH
Ol a4 S 2 FPhilbsophy &¢ Soéial Criticiswol. 32, no. 6, pp 69918.

- a/ 2aY2LREAGFY WdzaGAOS |yR LYYE®ddadA2YyY
Journal of Soal Theory Vol. 10, No. 1, pp 898.

NS

t 2A0SNE alNJ® abldAz2ylt LRSYyGA Gnfosnationl yR /2
Society Vol. 15, No. 4, pp 23%0.

111



Ontario. Information and Privacy Commissionén Internet Privacy Primer: Assume
Nothing. Toronto: Office of the Information and Privacy Commissioner of Ontario,
2001.

Russon, JohrHuman Experience: Philosophy, Neurosis and the Elements of Everyday
Life Albany, NY: State University of New York Press, 2003.

Schmitt, Carl Legality and Legitiacy. Trans and Ed. by John P. McCormick. Durham:
Duke University Press, 2004.

{OKAftEtSNE | SNBPSNI Lo G¢KS Df2olft LYF2N¥YIG
2 2 NJIRRegisting the Virtual Life: The Culture and Politics of InformafdnJames
Brook aml lain A. Boal. San Francisco: City Lights, 1995.

{ OKY I LILISNE 52YAYAIldzZS® & ¢ KS DaedaNSVoISIPG/NoRS 6 | (1 S
3, pp 199222

{AYy3fSs wel@2e® SN ki @t dvred Pyblisied Juig £ YOBEE URL
accessed September 12006.
http://www.wired.com/science/discoveries/news/2006/04/70619

Solove, Daniel JThe Digital Person: Technology and Privacy in the InformationNeye
York: New York UniversiBress, 2004.

Sunstein, Cass Rafotopia: How Many Minds Produce Knowledd®ronto: Oxford
University Press, Inc., 2006.

@2y . SNREG2FFZ W2O0KSYyd a5SY20NI GAO Dfz2ol f |
LYGSNYIFGA2y Lt [ ¢ | Yy REuibged LgwkidbuRad. 9N6. | SIS
4, pp. 511526.

Wagner Decew, Judithn Pursuit of Privacy: Law, Ethics, and the Rise of Technology
Ithica, New York: Cornell University Press, 1997.

Warshak vs. United StateBlo. 064092 (8" Cir. June 18, 2007) Martirk. (20 pages)
available at
http://w2.eff.org/legal/cases/warshak v _usa/6th_circuit decision_upholding_injun

ction.pdf

Wellmer, Albrecht. & 9 (0 K A O alogueyBRements of Moral Judgement in Kant and
5 A a 02 dzNEThe PeisistenceoiModernityrans. David Midgley. Cambridge,
Massachusetts: The MIT Press, 1991.

White, Stephen K., edThe Cambridge Guide to Habermd&3ambridge: Cambridge
University Pess, 1995.

- Baynes,Kenneth.ad 5 S Y 2 ONJ O Rechtsgt&Y (1 IKISo FakNzItah Wnd
Geltungg

112


http://www.wired.com/science/discoveries/news/2006/04/70619
http://w2.eff.org/legal/cases/warshak_v_usa/6th_circuit_decision_upholding_injunction.pdf
http://w2.eff.org/legal/cases/warshak_v_usa/6th_circuit_decision_upholding_injunction.pdf

-/ KFYOSNRZ {AY2YySd a5Aa02d2NESa FyR RSY20
- Moon,DonaldJ&ét NI OGAOFf 5Aa02dz2NBRS YR [/ 2YYdzy A
Winnicott, Donald.The Muturational Processes and the Facilitatimyironment Studies

in the Theory of Emotional DevelopmeNew York: International Universities Press,
1965.

113



	ACKNOWLEDGEMENTS
	INTRODUCTION
	CHAPTER ONE – HABERMAS, DISCOURSE, AND SOLIDARITY
	Habermas’ Antecedents
	Discourse Ethics: Morality, Ethics, and the Political Turn
	Constituting the Nation-State
	The civic-state
	The ethnic-state
	Challenging both models
	The rise of the nation-state


	CHAPTER TWO – DISCOURSE, PRIVACY, AND DIGITAL NETWORKS
	What is Privacy?
	Privacy’s Value to Personal Development and Discourse
	Dominant Analogue Privacy Archetypes
	The intrusion archetype
	The market archetype
	The intimacy archetype
	The secrecy archetype

	Digitization and Its Effects
	The intrusion archetype
	The market archetype
	The intimacy archetype
	The secrecy archetype

	The Political Impetus for a Digital Privacy Archetype

	CHAPTER THREE – DIGITAL PRIVACY ARCHETYPES AND CITIZEN-SOLIDARITY
	Building Towards a Privacy Archetype for a Digital Era
	Code as Digital Law
	The Reciprocal Archetype of Informational Responsibility
	Political Legitimacy in Digitized Environment
	From Digital Privacy to Regenerating the Lifeworld

	CONCLUSION
	BIBLIOGRAPHY

