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Interrogating Internet Service Provider Surveillance:
Deep Packet Inspection and the Confluence of Privacy Regimes

Context and Research Question

Internet Service Providers (ISPs) are ideally situated to survey data traffic because all traffic to
and from the Internet must pass through their networks. Using sophisticated data traffic monitoring
technologies, these companies investigate and capture the content of unencrypted digital
communications (e.g. MSN messages and e-mail). Despite their role as the digital era’s gatekeepers,
very little work has been done in the social sciences to examine the relationship between the surveillance
technologies that ISPs use to survey data flows and the regional privacy regulations that adjudicate
permissible degrees of ISP surveillance. With my seven years of employment in the field of Information
Technology (the last several in network operations), and my strong background in conceptions of
privacy and their empirical realization from my master’s degree in philosophy and current doctoral work
in political science, I am unusually well-suited suited to investigate this relationship. I will bring this
background to bear when answering the following interlinked questions in my dissertation: What are the
modes and conditions of ISP surveillance in the privacy regimes of Canada, the US, and European
Union (EU)? Do common policy structures across these privacy regimes engender common realizations
of ISP surveillance techniques and practices, or do regional privacy regulations pertaining to DPI
technologies preclude any such harmonization?

Thesis - Literature

Given ISPs’ role in governing data networks, it is crucial to interrogate the methods and
technologies they utilize to survey traffic flowing through their networks. Data sent on the Internet is
separated into discrete packets that are shuttled to the message’s recipients and then reassembled at their
destination. ISPs presently use Deep Packet Inspection (DPI) technologies to investigate each packet
that enters and leaves their networks. These technologies effectively let ISPs open sealed letters (the
packets), read their contents (the packets’ payload/message), reseal the letters, and then pass them to the
recipients, so long as the contents are deemed ‘acceptable’ by ISPs’ evaluation heuristics.

ISPs operate in various privacy regimes. Each regime (e.g. Canada, America, EU) has a unique
legal and technological discourse, and a particular conception of the complexity, dynamic, and diversity
of processing personal data (Bennett and Raab 2006). Accompanying these regimes are divergent
understandings of permissible and impermissible degrees of surveillance, and Diebert et al. (2008) have
shown that state-mandates impact ISPs’ content filtering practices. Diebert et al. (2008) do not, however,
address the expansive surveillance possibilities of DPI, instead limiting their work to (relatively) archaic
methods of monitoring and blocking Internet content. Moreover, while some scholars address facets of
privacy and surveillance regulation pertaining to digital networks (Haggerty 2006, Lace 2005, Lyon
2007, Solove 2004, 2008), they focus on theoretical abstractions and digital environments, such social
networking sites, without examining the surveillance capabilities of ISPs themselves.

Much of the empirical work pertaining to ISPs and data surveillance has surveyed people’s
perceptions of surveillance and privacy. These surveys have concluded that the people do not want their
online activities tracked and conversations monitored (Pew Internet and American Life Project 2000), do
not trust businesses to handle their personal information (Harris Interactive 2002), and that respondents
generally perceive their privacy as ‘very important’ (EPIC 2005). These indicate what people think
about surreptitious surveillance without investigating how ISPs inspect individuals’ data traffic. Recent
articles interrogating DPI technologies and data traffic (Anderson 2008, Clayton et al. 2008,
Rossenhovel 2008, Topolski 2008) have focused on overviews of DPI technologles neglecting the
particular privacy regimes these technologies function in. While some work exists that concerns the
abstract regulation of digital system (Lessig 2004, Gallowway and Thacker 2008, Ohm 2008) it does not
consider the specific regulatory situations in Canada, America, or the EU, nor does it reflect on the roles
of various policy agents and their capacity to impact privacy and surveillance regulations in these
privacy regimes.

By examining policy instruments, transnational actors, conceptual frameworks that motivate
international privacy agreements, and legal decisions concerning privacy rights in Canada, the US, and
the EU, commonalities and dissonant approaches to surveillance practices can be identified in privacy
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regimes. Sabatier’s (1988) advocacy coalition approach and Kingdon’s (2003) work on agendas can
mutually assist in identifying how and why particular policies have been developed and whether they are
motivated towards a common cross-regime understanding of permissible levels of ISP surveillance.

Thesis - Methodology

Drawing on my years of experience in Information Technology, I will initially focus on the
technical capabilities of DPI technologies used by ISPs. Drawing on corporate, academic, and legal
technical analysis of national, transnational, and global stakeholders in DPI, I will expose the uses and
technical capabilities of these technologies. With an understanding of the technologies, I will extend my
investigation to relevant Canadian, American, and EU privacy codes, regulations, and fair information
practices. This information will be synthesized with privacy theory and surveillance studies literature, as
well as with international agreements that influence acceptable national surveillance and data handling
practices. The integration of empirical, technical, theoretical, and legal literature will provide me with a
firm understanding of the Canadian, American, and EU privacy regimes and how they interrelate with
privacy and surveillance implications of DPI. On this foundation, I will break new ground in the social
science by investigating whether these regimes pressure ISPs to adopt common surveillance practices,
and can consequently be seen as substantively realizing common ISP surveillance practices across
privacy regimes, or if the regimes instead provoke ISPs to adopt dissonant surveillance practices.

Thesis - Preparation and Coursework

I began my doctoral studies in the Political Science Department at the University of Victoria this
September, and will complete my dissertation by 2012. Recognizing this topic’s boldness, I am working
under the supervision of Dr. Colin Bennett, a world expert in the governance of privacy. To prepare for
my dissertation, I am taking graduate classes in comparative policy, international relations, multi-
disciplinary theory, and surveillance studies. These will assist in refining my methodological approaches
and sensitize my work to the global, transnational, national, and provincial/state challenges concerning
the governance of privacy. In addition, I am attendlng the 10™ Annual Privacy and Security Conference
in February 2009 to discuss my research with government officials, technology experts, and academics.
Next summer, [ am attending the Surveillance Studies Summer Seminar, where leading international
faculty in surveillance studies will lead seminars on the topics of surveillance and privacy.

Relevant Experience and Thesis Dissemination

I am a research assistant for the New Transparency Project (NewT), which in part aims to render
transparent the flows of digital information as they pertain to surveillance. As part of my duties, I am
preparing working papers on surveillance technologies, assisting faculty associated with this sub-branch
of the project, and will be the major research assistant for the 2011 workshop on digitally mediated
surveillance. Organizing a multidisciplinary graduate conference in May 2008 has provided me with
experience that will be useful in assisting with this workshop. NewT’s resources offer me the
opportunity to disseminate my research at annual workshops, through edited books, and confirmed
special edited journals. Additionally, Dr. Arthur Kroker has invited me to co-author, and present, a paper
with Dr. Bennett in 2009 on the topic of privacy and citizenship implications of ISP surveillance.
Beyond these academic disseminations, I will continue providing research findings to government
bodies investigating issues of digitally mediated surveillance, as well as public legal groups, and
members of the media.

Over the course of the fellowship, I will pursue these lines of dissemination. In addition, I will
establish an interactive website with the assistance of a (tentatively) contracted web development firm.
This website will initially let Canadians identify how their ISP is using DPI technologies, alert them to
its implications, and suggested ways of protesting the surveillance. In subsequent years, information on
American and EU ISPs will be added. In addition, I will continue to update my personal website, where
I share my research through a collaborative wiki, as well as through blog posts concerning emerging
technologies’ privacy and surveillance implications. My dissertation, accompanied with public
outreach, will contribute to contemporary surveillance and privacy literature, and public awareness, by
interrogating ISP surveillance practices and their relationship to privacy regimes to uncover
commonalities and dissonances of ISP surveillance practices across privacy regimes.
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